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Opinion by Lynch, Administrative Trademark Judge:

I. Background

In two separate applications, ThreatLocker, Inc. (“Applicant”) seeks to register on
the Principal Register the proposed mark RINGFENCING in standard characters for
the following goods and services:

Downloadable anti-piracy software; Downloadable anti-
spyware software; Downloadable cloud-based software for
controlling application access to data; Downloadable
communication software for providing access to the
Internet; Downloadable communications software for
connecting applications to data; Downloadable computer
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software and firmware for controlling application access to
data; Downloadable computer software designed to be
deployed on web servers for controlling application access
to data; Downloadable computer software development
tools; Downloadable computer software for administration
of computer local area networks; Downloadable computer
software for administration of computer networks;
Downloadable computer software for application and
database integration; Downloadable computer software for
authorising [sic] access to data bases; Downloadable
computer software for authorising [sic] access to databases;
Downloadable computer software for computer system and
application development, deployment and management;
Downloadable computer software for controlling and
managing access server applications; Downloadable
computer software for database management;
Downloadable computer software for document
management; Downloadable computer software for use in
computer access control; Downloadable computer software
for use in database management; Downloadable computer
anti-virus software; Downloadable interactive software for
controlling application access to data; Downloadable
middleware for software application integration;
Downloadable middleware for controlling application
access to data; Downloadable network access server
operating software; Computer hardware, namely,
firewalls; Downloadable computer software for the creation
of firewalls, in International Class 9;! and

Software as a service (SAAS) services featuring software
for cyber security, namely, software that, disables the
access of user defined programs to other programs in a user
device; Software as a service (SAAS) services featuring
software in the field of cyber security, namely, software
that, disables the access of user defined programs to other
programs in a user device, in International Class 42.2

1 Application Serial No. 97156251 was filed December 4, 2021, and has been amended to a
basis of alleged bona fide intent to use the mark in commerce under Section 1(b) of the
Trademark Act, 15 U.S.C. § 1051(b).

2 Application Serial No. 97214203 was filed January 11, 2022, under Section 1(a) of the
Trademark Act, 15 U.S.C. § 1051(a). The application includes a claim of first use of the mark
and first use of the mark in commerce on March 1, 2017.
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The Examining Attorney refused registration of Applicant’s mark in each
application under Trademark Act Section 2(e)(1), 15 U.S.C. § 1052(e)(1), as merely
descriptive of the recited goods and services. Applicant argued against the refusals,
and offered, in the alternative, claims of acquired distinctiveness under Trademark
Act Section 2(f), 15 U.S.C. § 1052(f). The Examining Attorney rejected the Section 2(f)
claims as insufficient, and after the Examining Attorney made the refusals final,
Applicant appealed. Applicant and the Examining Attorney submitted briefs, the
Board consolidated the appeals, and an oral hearing took place on February 20, 2025.3
The briefing, argument, and discussion of evidence in the two appeals were

essentially the same, both by Applicant and the Examining Attorney.4 Therefore, for

3 Citations in this opinion to the briefs and other materials in the case docket refer to
TTABVUE, the Board’s online docketing system. See New Era Cap Co. v. Pro Era, LLC, Opp.
No. 91216455, 2020 TTAB LEXIS 199, at *4 n.1 (TTAB 2020). The number preceding
TTABVUE corresponds to the docket entry number, and any numbers following TTABVUE
refer to the page(s) of the docket entry where the cited materials appear. Citations to the
prosecution file refer to the USPTO’s TRADEMARK STATUS & DOCUMENT RETRIEVAL (“TSDR”)
system and identify the documents by title, date, and page in the downloadable .pdf version.

As part of an internal Board pilot citation program on broadening acceptable forms of legal
citation, this order cites decisions of the U.S. Court of Appeals for the Federal Circuit and the
U.S. Court of Customs and Patent Appeals by the page(s) on which they appear in the Federal
Reporter (e.g., F.2d, F.3d, or F.4th). For decisions of the Board, this order employs citations
to the LEXIS legal database and cites only precedential decisions, unless otherwise specified.
TRADEMARK TRIAL AND APPEAL BOARD MANUAL OF PROCEDURE (“TBMP”) § 101.03 (2024).
Proceeding and serial numbers also are included for decisions of the Board. Those Board
decisions that issued on or after January 1, 2008 may be viewed in TTABVUE by entering
the proceeding number, application number, registration number, expungement/
reexamination number, mark, party, or correspondent. Many precedential Board decisions
that issued from 1996 to 2008 are available through USPTO.gov in the TTAB Reading Room
by entering the same information. Most TTAB decisions that issued prior to 1996 are not
available in USPTO databases.

4 Applicant has stated that its goods and services “overlapl[],” are complementary, and are
“inherently intertwined.” October 19, 2023 Response to Office Action at TSDR pdf 53-54.
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expediency, we take a similar approach to the consolidated cases, and cite to the
record in Serial No. 97156251, unless otherwise indicated.

As explained below, we affirm the refusals to register as to both applications
because the proposed mark is merely descriptive and lacks acquired distinctiveness.

II. Mere Descriptiveness

Section 2(e)(1) of the Trademark Act precludes registration on the Principal
Register of “a mark which, (1) when used on or in connection with the goods [or
services] of the applicant is merely descriptive . . . of them.” 15 U.S.C. § 1052(e)(1). “A
mark is merely descriptive if it immediately conveys information concerning a
feature, quality, or characteristic of the goods or services for which registration is
sought.” Real Foods Pty Ltd. v. Frito-Lay N. Am., Inc., 906 F.3d 965, 972 (Fed. Cir.
2018) (quoting In re N.C. Lottery, 866 F.3d 1363, 1367 (Fed. Cir. 2017)). “The major
reasons for not protecting such [merely descriptive] marks are: (1) to prevent the
owner of a mark from inhibiting competition in the sale of particular goods or services;
and (2) to maintain freedom of the public to use the language involved, thus avoiding
the possibility of harassing infringement suits by the registrant against others who
use the mark when advertising or describing their own products [or services].” In re
Stereotaxis Inc., 429 F.3d 1039, 1042 (Fed. Cir. 2005) (quoting In re Abcor Dev. Corp.,
588 F.2d 811, 813 (CCPA 1978)).

Descriptiveness must be assessed “in relation to the particular goods [or services]
for which registration is sought, the context in which it is being used, and the possible

significance that the term would have to the average purchaser of the goods [or
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services] because of the manner of its use or intended use.” In re Bayer AG, 488 F.3d
960, 964 (Fed. Cir. 2007) (citing Abcor Dev., 588 F.2d at 814). The descriptiveness
analysis concentrates on the identification of goods or services set forth in the
application. See In re Cordua Rests., Inc. 823 F.3d 594, 602 (Fed. Cir. 2016) (quoting
Octocom Sys., Inc. v. Hous. Comput. Servs., Inc., 918 F.2d 937, 942 (Fed. Cir. 1990)).
“Registration should be refused if the mark is descriptive of any of the goods [or
services] for which registration is sought.” Stereotaxis, 429 F.3d at 1041 (cleaned up).
Evidence that a term is merely descriptive to the relevant purchasing public “may be
obtained from any competent source,” Bayer AG, 488 F.3d at 964, and “[t]hese sources
may include Websites.” N.C. Lottery, 866 F.3d at 1368.

According to the Examining Attorney, “[tlhe term RINGFENCING merely
describes a function or feature of Applicant’s goods and services because it conveys
that they restrict access to software applications, systems, and other matter to reduce
their security risk.”> The Examining Attorney further contends that RINGFENCING
or similar wording is commonly used in connection with similar goods and/or services.
Supporting evidence® from the cybersecurity industry (some of which are Applicant’s
managed service providers, addressed later in this decision) allegedly using
“ringfencing” in a descriptive manner includes:

A blog on the Juern Technology website discussing a Zero-
Trust approach to cybersecurity, noting, “Last but not least

is ringfencing, which allows you to essentially micro-
manage not only who at your organization can use what

59 TTABVUE 5 (Examining Attorney’s Brief).

6 We find no fault with the Examining Attorney’s assessment of evidence submitted by a
letter of protest, and do not concur with Applicant’s criticism of it. See TMEP § 1715.03(Db).
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application, but how it can be used by dictating how
applications are allowed to behave and interact with each
other. One type of attack that ringfencing is useful against
that cannot be stopped by any other method is file-less mal-
ware or ‘click-less’ mal-ware, that will infect your system
without you even clicking on anything. Ringfencing is
crucial because the reality is if a hacker gains access to one
of your applications it can be used to access everything you
do without your knowledge.”?

The BCA Inc. website offers Managed Cybersecurity
Services that include “Application Control & Ringfencing.”
A graphic on the site depicts “6 Tips to Avoid Ransomware
Attacks,” that include “Cybersecurity Education,” “Threat
Detection,” “Patch and Update,” “Use Secure Passwords
with 2FA Enabled,” and “Ringfencing.”8

High Point Networks offers cybersecurity services, and the
website features an extensive list of their specific services.
Under the “SMART Endpoint Zero Trust” heading,
“Ringfencing technology” appears as follows, below left.
While several services include a “T™” designation, such as
below right, “Ringfencing” does not.?

SMART Endpoint Zero Trust VOICE EB™
1 2 e ) t
mn r
v Appl n whi g v r |
v ] ] techr g v r
v Y 5 re v r

The Superior Managed IT website promotes its “layered
security approach,” listing the following, where

7 September 14, 2022, Office Action at TSDR pdf 48-51 (juerntech.com).
8 April 19, 2023 Office Action at TSDR pdf 40-43 (bcainc.com).
9 April 19, 2023 Office Action at TSDR pdf 46-51 (highpointnetworks.com).

-6-
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“ringfencing” appears buried in the final bullet:

10

The Winsor Consulting website includes information about
Privilege Access Management (PAM) that concludes with,
“There 1s a lot more to discuss as it relates to #PAM tools,
application whitelisting, and ringfencing so if you're
Iinterested please reach out to us to answer any questions
you have.”1!

The C Solutions IT website features an article titled “What
1s Zero-Trust Security and Why Should You Be Using It?”
that includes the following statements: “Another zero-trust
tactic that is closely related to safe-listing is ring-fencing.”
And “The way that application ring-fencing addresses
fileless malware 1s by blocking all non-approved
Interactions that your system processes can have.”12

The HCI Group website features an article titled
Healthcare Cyber Security: Enabling Zero Trust that
includes among the “top zero trust priorities for healthcare
organizations” “Environment separation and ring
fencing.”13

The ITAdOn website has an article titled “Zero Trust &
Ringfencing similarities and differences” that refers to both
as “strategies” and defines both terms, with Ringfencing
defined as “A network security tactic that limits authorized
users’ or devices” access to sensitive resources or data. To
prevent unwanted access and defend against outside

10 April 19, 2023 Office Action at TSDR pdf 53-54 (superiormanagedit.com). We have
considered the update. October 19, 2023 Response to Office Action at TSDR pdf 467-70.

11 April 19, 2023 Office Action at TSDR pdf 75-76 (winsorconsulting.com).
12 April 19, 2023 Office Action at TSDR pdf 10-13 (csolutionsit.com)
13 September 14, 2022, Office Action at TSDR pdf 32, 34 (blog.thehcigroup.com).
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threats, it establishes a protective perimeter around
crucial systems.”14

The SuperOps.ai website includes an article titled “The
ideal security stack — part four,” promoting Zero Trust
Network Architecture (ZTNA). The article states, “The
next level of ZTNA design is whitelisting, ring fencing, and
on-demand privilege elevation,” and asks “But what if we
move from unfettered access to application ring fencing,
and from local admins to on-demand privilege elevations?”
The article goes on to explain, “[tlhe next step beyond
whitelisting 1s the ability to control what resources these
whitelisted actions have access to. Think of it as ‘ring
fencing’ access, so that you can prevent even approved
applications from accessing files, folders, and capabilities
that they have no need for. For example, why allow every
application access to PowerShell, or allow Internet access
to every process by default? File systems, permissions, and
access controls lists are nether smart nor granular enough
to address this at this level of detail. But ringfencing can
bring that intelligence to your security stack.” The article
concludes with “That’s why we’re moving to add Zero Trust
solutions such as whitelisting, ring fencing, and privilege
elevation into our baseline security package.”15

The Network Wrangler tech blog on “What is a Private
Cloud states, “One of the defining characteristics of a
private cloud is ring fencing, or the setting up of firewalls
and access controls around the cloud resource, to confine
its use to a single organization.” It also refers to “a ring-
fenced private cloud.”16

The Akamai website promotes “Critical Application
Ringfencing,” noting that “Akamai helps security teams
give critical applications the security focus they require by
providing a visual map of how they work, making it easy to

14 April 19, 2023 Office Action at TSDR pdf 16, 18 (itadon.com).
15 April 19, 2023 Office Action at TSDR pdf 32-35 (superops.ai).

16 April 19, 2023 Office Action at TSDR pdf 23-25 (poweradmin.com).
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ringfence them with precise segmentation policies, and
protectively detecting targeted attacks.”17

The AdvanTech website promotes its “unique security
platform that uses application whitelisting and ringfencing
to promote granular control over applications and prevent
unauthorized access,” noting that “AdvanTech’s
ringfencing feature enables us to control access to specific
resources and prevent lateral movement within the
network.”18

The Appgate website promotes its cybersecurity tool ZTNA
(Zero Trust Network Access), noting among its benefits,
“Device ringfencing: helps reduce the impact of
ransomware in several ways. Through ringfencing, you can
control a device’s outbound connections, limiting an
infected device’s ability to receive data from command and
control servers.”19

The Illumio website promotes its Illumio Core™ product
and encourages readers to “Ringfence High-Value Assets
for Compliance and Risk Mitigation.” A featured customer
comment states, “We had two problems that were solved by
network ring-fencing.... What we liked best about Illumio
was the simplicity of the product....”20 Another article on
the same site describes how “Illumio ASP enables
enterprises to 1isolate, or ringfence, high-value
applications.”21

The Alliance Tech website describes how, “[w]ith managed
allow listing and ringfencing, your provider will carefully

17 September 14, 2022, Office Action at TSDR pdf 4. We have considered Applicant’s
contextual evidence from this website, offered for the first time with Applicant’s Reply Brief,
10 TTABVUE 12-35. See TBMP § 1207.01 (2024). However, we are not persuaded by
Applicant’s criticism of the Examining Attorney’s evidence because the “ringfencing”
reference is on a “sub-page” of the website and because the term “segmentation” is used more
frequently. 10 TTABVUE 4-5 (Applicant’s Reply Brief). These points do not negate or
undermine the descriptive use of “ringfencing.”

18 January 25, 2024 Office Action at TSDR pdf 12-13 (advantechservices.com).
19 September 14, 2022, Office Action at TSDR pdf 17 (appgate.com).

20 September 14, 2022, Office Action at TSDR pdf 37, 39 (illumio.com).

21 Id. at 44.
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curate access lists and permissions for applications,
networks and devices.”22

On the B-Comp Services website, its recommendations to
safeguard data against ransomware include using an
advanced threat protection system that performs

“Application  whitelisting,” “Behavior = monitoring,”
“quarantine[s] emails suspected of email spoofing,” and
“Application ringfencing (protects sensitive

applications).”23

The BrainStomp website features a post titled “6 Tenets of
a Zero-trust Security Network” that states, “Application
ringfencing is closely related to whitelisting. It takes
security a step further by designating what types of
Interactions those approved programs can have with each
other. Thus, if a hacker is trying to use one whitelisted
program to send a malicious command to another, the
event could be blocked if that action wasn’t approved due
to ringfencing.”24

The CopperBand Technologies website features an article
on the Zero Trust Security Approach, indicating that
“Windows PowerShell is a common target of [fileless
malware attacks],” and that “using application ringfencing
can stop a fileless attack.”25

The Total IT Managed IT Services website promotes
“Application Whitelisting — Ringfencing each individual
endpoint for maximum containment and protection against
ransomware attacks.”26

The Digital Boardwalk  website promotes its
EnsureControl+™ Zero-Trust App Control that includes
among its features “Ringfencing — Prevent exploits and

22 January 25, 2024 Office Action at TSDR pdf 20 (alliancetech.com).

23 January 25, 2024 Office Action at TSDR pdf 25-28 (b-compservices.com).

24 January 25, 2024 Office Action at TSDR pdf 30-34 (brainstomp.com).

25 January 25, 2024 Office Action at TSDR pdf 35-38 (copperbandtech.com).

26 January 25, 2024 Office Action at TSDR pdf 41-45 (discovercybersolutions.com).
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attackers from wusing legitimate tools such as
PowerShell.”27

The Enhalo website reports on a case study for “Agentless
Network Segmentation with ENHALO”: “The ringfence
around every device and application stopped the potential
of malware and ransomware propagation.”28

The Enterprise Storage Forum website includes an article
listing “Top Cloud Security Vendors,” mentioning the
Guardicore Centra security platform that “offers access
control, application ringfencing, and ransomware
prevention and containment.”29

In an article on the I'T Support LA website setting out the
Vulnerability Management Process, the fourth step
“Remediate Vulnerabilities” states in part, “Another form
of remediation may be ringfencing — ‘walling off an
application or device from others in the network. A
company may choose this option if a scan turns up a
vulnerability for which a patch does not yet exist.”30

The Omega Systems website promotes its Zero Trust
Security Stack that includes “Ringfencing to control how
applications access data and interact with other
applications.”31

The RedEye website lists items in its security stack, such
as “Ransomware prevention + forensics,” “Multi-factor
authentication,” and  “Application ring fencing/
whitelisting.”32

Stronghold Data features an online article titled “What is
Application Ringfencing,” explaining it as “another layer to

27 January 25, 2024 Office Action at TSDR pdf 57 (digitalboardwalk.com).

28 January 25, 2024 Office Action at TSDR pdf 70-71 (enhalo.co).

29 January 25, 2024 Office Action at TSDR pdf 77 (enterprisestorageforum.com).

30 January 25, 2024 Office Action at TSDR pdf 88-91 (itsupportla.com).

31 January 25, 2024 Office Action at TSDR pdf 102 (omegasystemscorp.com).

32 January 25, 2024 Office Action at TSDR pdf 109-10 (redeyetech/network-security.com).
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protect your data and systems from malicious behavior” by
limiting access and interactions.33

Applicant argues against descriptiveness, and contends that according to
dictionary entries in the record, RINGFENCING “has one universally accepted
definition” in the finance context — to put aside and protect a particular sum of money
for a specific purpose.34 According to Applicant, in the cybersecurity setting, the term
becomes suggestive, requiring consumers “to engage in a multi-step attenuated
analysis to deduce the potential nature of the software and its purposes.”’3> Applicant
contends that some of the uses set forth above do not support descriptiveness where
the user defined the term, because descriptive terms would be “self-explanatory
and/or already understood by the reader.”3¢ However, we reject this premise, as many
of the third-party uses involve cybersecurity firms explaining their business to less
expert potential consumers or readers. Thus, the definitions of industry terms and
concepts tend to show descriptiveness, not the opposite. See, e.g., In re Uman
Diagnostics AB, Ser. No. 88960633, 2023 TTAB LEXIS 77, at *24 (TTAB 2017)
(relying on definitions of the term at issue in industry publications to support

descriptiveness).

33 January 25, 2024 Office Action at TSDR pdf 115-16 (strongholddata.com).

34 Id. at 7. See March 14, 2023 Response to Office Action at TSDR pdf 17, 23-31 (Merriam
Webster, Cambridge and Collins dictionaries). We note, however, “that a term may have
other meanings in different contexts is not controlling.” In re Dolce Vita Footwear, Inc., Serial
No. 88554722, 2021 TTAB LEXIS 120, at *14 (TTAB 2021); see also In re Franklin County
Historical Society, Ser. No. 77699113, 2012 TTAB LEXIS 326, at *3 (TTAB 2012).

354 TTABVUE 8 (Applicant’s Brief).
36 4 TTABVUE 18 (Applicant’s Brief).

-12-
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Further attacking the Examining Attorney’s evidence, Applicant counters that
some of these uses should be disregarded or viewed differently because they come
from firms that partner with Applicant “to promote the RINGFENCING product,”
called “managed service providers” (MSPs).3” These MSPs receive approval to use
Applicant’s proposed mark in marketing and selling Applicant’s software, but as

Applicant characterizes it, “[ulnfortunately, some of [the MSPs] have not always

[used the proposed mark] in the most appropriate manner.”38

The declaration of Applicant’s CEO explained the MSP sales and marketing

practices in more detail:3?

10. ThreatLocker [Applicant] employs a practice known as
“white-labeling’ when its software is being sold through an
MSP. As part of this practice, the MSP makes clear that
ThreatLocker’s software products, including the
RINGFENCING product, originate from ThreatLocker.
The MSP may offer ThreatLocker’s software products as
part of a “stack” of security software offerings that the MSP
manages for its end users and offers/advertises under its
Oown name.

11. To market its services, an MSP will typically post
articles and blog posts discussing and explaining various
cybersecurity threats, issues, strategies, approaches,
practices, and solutions while simultaneously marketing
its own “stack” of security software offerings. After a
potential customer reads such articles/posts, they often
contact the MSP to learn more and inquire about its
services. During the initial information gathering and
preliminary sales stage, most MSPs typically explain their
businesses and services at a high level with reference to a

374 TTABVUE 2-3 (Applicant’s Brief).

38 Id. at 10.

39 October 19, 2023 Response to Office Action at TSDR pdf 59.

- 13-
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stack of security software products they use to secure
desired cybersecurity outcomes.

12. If a potential customer seeks further details, such as
requesting a demo, an MSP often then more specifically
discloses the various products incorporated in its stack,
including ThreatLocker’s RINGFENCING product....

Applicant identifies the following as MSPs: Chalkline, CSolution IT, BCAIT, High
Point Network, Superior Managed IT, Winsor Consulting, and Omnipotech.40
Applicant further asserts that the Velocity Network and Juern Technology cited
materials “belong to ThreatLocker’s MSPs.”41 Applicant holds out as an example the
Examining Attorney’s evidence regarding Chalkline, which Applicant identifies as an
MSP. Applicant concedes that Chalkline’s use of RINGFENCING in an article with
that title “was perhaps not entirely clear that [the article] was discussing
ThreatLocker’s product rather than a general type of software for addressing such
problems.”42 After the Examining Attorney relied on Chalkline’s article, Applicant
submitted a statement from an officer of Chalkline clarifying that the article referred
to Applicant’s product,43 and Chalkline “subsequently updated” the article with “a

series of minor tweaks” to make “clear that ‘Ringfencing’ is being used in a trademark

40 October 19, 2023 Response to Office Action at 62 (Jenkins Declaration); 4 TTABVUE 14
(Applicant’s Brief).

41 October 19, 2023 Response to Office Action at TSDR pdf 62 (Jenkins Declaration); see also
446-48 (velocitynetwork.net).

424 TTABVUE 11.

43 October 19, 2023 Response to Office Action at TSDR pdf 483-84 (statement from Harry
Boyne, Technical Director of Chalkline Solutions).
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manner.”#4 Similarly, Juern Technology submitted a clarifying statement for the
record, then updated its online article.4> According to Applicant’s CEO, Applicant
“continues to work with its remaining MSPs to address these issues and expects they
will revise their websites accordingly in the near future.”46

As we weigh this evidence, we consider the MSP status for the uses to which it
applies,4” and the evidence of some corrective action in the record. However, while
the MSP status and the corrective action may impact the probative value of those
uses, ultimately most of those uses (before correction) still reflect consumer exposure
to RINGFENCING referred to in a descriptive manner. For example, while Applicant
attributes authorship of the article in BIC (Business & Industry Connection)
Magazine to an MSP, the article refers to “limiting the scope of what an approved
application can do via a policy called ‘ring fencing.”48 Regardless of the author’s
knowledge of Applicant’s software, and Applicant’s characterization of the usage, we

find that the article used “ring fencing” descriptively, not in the manner of a mark.

44 4 TTABVUE 12; see also October 19, 2023 Response to Office Action at TSDR pdf 450-53
(chalkline.tech).

45 March 14, 2023 Response to Office Action at TSDR pdf 13, 46; October 19, 2023 Response
to Office Action at TSDR pdf 455-59 (juerntech.com); Id. at 471-79.

46 October 19, 2023 Response to Office Action at 62 (Jenkins Declaration).

47 While Applicant on the one hand asks that MSPs’ descriptive usage of RINGFENCING be
excused for failing to appreciate “all of the legal niceties incumbent on trademark owners,”
Applicant elsewhere suggests that statements in the record from three of its MSPs be
considered “the most cogent evidence on how the RINGFENCING mark is used and
understood in the cybersecurity industry” and “the wisdom of industry veterans with decades
of experience.” 4 TTABVUE 20-21 (Applicant’s Brief).

48 September 14, 2022 Office Action at TSDR 7 (bicmagazine.com).
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We therefore do not consider the Examining Attorney’s continued reliance on the
earlier versions of webpages as entirely inappropriate, as Applicant suggests.4?

Turning to Applicant’s argument about the allegedly infringing nature of other
third-party uses, Applicant offers proof where it “took steps to correct” the alleged
misuse only through cease-and-desist communications to Net Sciences, the HCI
Group, and ITAdOn.?0 We have considered Applicant’s position with respect to these
cease-and-desist recipients, but also note that the record does not include their
responses or any indication that they agreed to discontinue the accused uses. As for
Applicant’s claims about plans to send other cease-and-desist communications, or to
characterize other uses as efforts “to subtly ride off ThreatLocker’s coattails,’>! we
give them little weight. “Attorney argument is no substitute for evidence.” Cai v.
Diamond Hong, Inc., 901 F.3d 1367, 1371 (Fed. Cir. 2018).

Applicant argues that other allegedly descriptive uses of RINGFENCING are “not
as clear cut as the Examiner treats them,” because the term appears capitalized or in
quotation marks.52 While we agree that certain of the third-party uses contain

somewhat ambiguous references to RINGFENCING —i.e., they could be descriptive,

49 See 4 TTABVUE 15 (Applicant’s Brief).

50 4 TTABVUE 16-17 (Applicant’s Brief, citing October 19, 2023 Response to Office Action at
TSDR pdf 496-99). With the IT Support LA alleged infringement, Applicant asserts without
evidence that the descriptive use stems from a “search-engine optimization strategy”
whereby the third party could “siphon traffic away from ThreatLocker and its MSPs.
4 TTABVUE 17. Thus, we are not persuaded by Applicant’s criticism of the Examining
Attorney not addressing its arguments, and we find no “context” that would explain away the
descriptive use. See 10 TTABVUE 6-7 (Applicant’s Reply Brief).

51 4 TTABVUE 17 (Applicant’s Brief).
52 4 TTABVUE 14 (Applicant’s Brief).
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or they might intend to refer to Applicant’s software, this ambiguity does not apply
to most of the uses.

Ultimately, even if we discount the persuasiveness of the evidence attributable to
MSPs, those to whom Applicant has sent cease-and-desist communications, and any
ambiguous references, the remaining evidentiary record? amply supports the
descriptive significance of RINGFENCING for Applicant’s software goods and
services. Well over a dozen examples of descriptive use remain unchallenged. We
reject Applicant’s repeated insistence that just because other descriptive terms for its
type of software exist, RINGFENCING must be considered suggestive.?* See In re
Sheet Pile, LLC, Ser. No. 90900931, 2023 TTAB LEXIS 485, *13-14 (TTAB 2023)
(“The fact that there may be terms in addition to OZ that describe steel sheet pile
does not mean that OZ is not merely descriptive of those goods .... There may be more
than one term that merely describes certain goods, and the Trademark Act prohibits
registration on the Principal Register of each and all of them.”) (citation omitted).

RINGFENCING immediately describes a feature of Applicant’s software goods
and services — that they facilitate access restrictions to reduce the impact of potential

cybersecurity breaches. The extensive third-party use of RINGFENCING by

53 We have also considered Applicant’s extensive criticisms of the Network Wrangler blog,
April 19, 2023 Office Action at TSDR pdf 23-25 (poweradmin.com). See October 19, 2023
Response to Office Action at TSDR pdf 64-67 (Jenkins Declaration). Despite Applicant’s
allegations that the blog suffers from technical inaccuracies and wrong terminology, we still
consider the blog post to have probative value of consumer exposure to descriptive use of
“ringfencing.”

54 F.g., 4 TTABVUE 20 (Applicant’s Brief); October 19, 2023 Response to Office Action at
TSDR pdf 484 (statement from Chalkline Solutions Technical Director); id. at 491 (statement
from Global Systems Integration CTO/CISO).
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Applicant’s competitors and others in the cybersecurity industry highlights the
problem with granting exclusive rights in the term to Applicant. Such rights would
run afoul of “maintain[ing the] freedom of the public to use [‘ringfencing’]”, thus
avoiding the possibility of infringement allegations against other cybersecurity
businesses that already advertise and describe their own services using this term.
See Stereotaxis, 429 F.3d at 1042.

While Applicant emphasizes that doubts as to descriptiveness are resolved in an
applicant’s favor, we do not consider the refusal of RINGFENCING close to the line,
or subject to doubt.

III. Acquired Distinctiveness

We turn to the issue of acquired distinctiveness. Trademark Act Section 2(f),
15 U.S.C. § 1052(f), permits the registration of a primarily descriptive mark “which

has become distinctive of the applicant’s goods in commerce.”

A. Degree of Descriptiveness

We first determine the degree of descriptiveness as a necessary part of assessing
the claim of acquired distinctiveness. See Royal Crown Co. v. Coca-Cola Co., 892 F.3d
1358, 1369 (Fed. Cir. 2018) (“If it reaches the question of acquired distinctiveness,
the Board must make an express finding regarding the degree of the mark’s
descriptiveness on the scale ranging from generic to merely descriptive, and it must
explain how its assessment of the evidentiary record reflects that finding.”). Given
the evidentiary record discussed above, particularly the extensive third-party

descriptive use of RINGFENCING, we find it highly descriptive in connection with
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goods and services such as Applicant’s. See In re Guaranteed Rate, 2020 TTAB LEXIS
265, *10 (TTAB 2020) (third-party uses of the terms “guaranteed rate,” “guaranteed

mortgage rate,” and “guaranteed interest rate” established that claimed mark

GUARANTEED RATE was highly descriptive of mortgage-related services).

B. Analysis of Evidence of Acquired Distinctiveness

A descriptive designation may acquire distinctiveness when “in the minds of the
public, the primary significance of [the] . .. term is to 1dentify the source of the product
rather than the product.” Inwood Labs., Inc. v. Ives Labs., Inc., 456 U.S. 844, 851 n.11
(1982); see also Coach Servs. v. Triumph Learning LLC, 668 F.3d 1356, 1379 (Fed.
Cir. 2012). “[T]he greater the degree of descriptiveness the term has, the heavier the
burden to prove it has attained secondary meaning.” In re Boston Beer Co., 198 F.3d
1370, 1373 (Fed. Cir. 1999) (quoting In re Bongrain Int’l (Am.) Corp., 894 F.2d 1316,
11316 n.4 (Fed. Cir. 1990)); Performance Open Wheel Racing, Inc. v. U. S. Auto Club
Inc., Opp. No. 91229632, 2019 TTAB LEXIS 137, at *20 (TTAB 2019) (“Highly
descriptive terms are less likely to be perceived as trademarks, and therefore more
substantial evidence of secondary meaning will ordinarily be required to establish
their distinctiveness.”).

The following six so-called Converse factors inform whether a mark has acquired
secondary meaning:

(1) association of the trade[mark] with a particular source
by actual purchasers (typically measured by consumer
surveys); (2) length, degree, and exclusivity of use;
(3) amount and manner of advertising; (4) amount of sales

and number of customers; (5) intentional copying; and
(6) unsolicited media coverage of the product embodying
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the mark . . . All six factors are to be weighed together in
determining the existence of secondary meaning.

Converse, Inc. v. Int’l Trade Comm’n, 909 F.3d 1110, 1120 (Fed. Cir. 2018). “Although
all six factors are to be weighed together in determining the existence of secondary
meaning, no single factor is determinative.” Flame & Wax, Inc. v. Laguna Candles,
LLC, Canc. No. 92072343, 2022 TTAB LEXIS 272, at *36 (TTAB 2022). We consider
the entire record to assess acquired distinctiveness, bearing in mind that Applicant
bears the ultimate burden of persuasion on this issue, which in this case is heavy. See
In re Steelbuilding.com, 415 F.3d 1293, 1300-01 (Fed. Cir. 2005).

1. Evidence of Actual Purchaser Perception
Under the first factor, Applicant submitted no consumer survey, which is

“typically” how relevant evidence i1s presented. However, Applicant provided
statements from three of its MSPs as evidence of consumer perception of
RINGFENCING as a source indicator for Applicant. The relevant statements from
Juern Technology, Chalkline Solutions and GSI are identical, except for their
company names. Thus, we excerpt the relevant statement for Juern Technology:

The CEO of Juern Technology stated that “we explain to

end users that we use ThreatLocker's RINGFENCING™

product, as well as several other products, to protect them

and provide them with our services. Our services and these

various products are then provided to the end user under
Juern Technology’s brand. We often promote

ThreatLocker’s software products, such as
RINGFENCING™, on our website and when discussing
our services. Nevertheless, ... the ultimate end user

- 20 -
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understands that ThreatLocker is the source of that
specific white-labeled product.”55

None provide any specifics about the extent of end-user exposure or of any promotion
of the mark. While we do not discount these MSP statements because of the affiliation
with Applicant, we find that given their nature and quantity, the statements are only
minimally probative of consumer association of RINGFENCING with Applicant
under the first Converse factor.

2. Length, Degree, and Exclusivity of Use

Under the second factor, Applicant has not made a use allegation as to the Class
9 software goods, but Applicant claims that it has used the mark in connection with
the services (Class 42) for six years.56 See 15 U.S.C. § 1052(f) (USPTO “may accept
as prima facie evidence ...proof of substantially exclusive and continuous use thereof
as a mark by the applicant in commerce for the five years before the date” of the
Section 2(f) claim) (emphasis added); see also In re La. Fish Fry Prods., Ltd., 797 F.3d
1332, 1336-37 (Fed. Cir. 2015) (noting that this statutory provision is discretionary
and does not require the USPTO to accept five years’ use as prima facie evidence of
acquired distinctiveness). The Examining Attorney opined that this length of use is
not sufficient, given that RINGFENCING is highly descriptive, and given the lack of

exclusivity of the use.

5 QOctober 19, 2023 Response to Office Action at TSDR pdf 471-72. See also id. at 473-91
(statements from Chalkline Solutions and GSI).

56 October 19, 2023 Response to Office Action at TSDR pdf 56 (Jenkins Declaration).
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In Alcatraz Media, Inc. v. Chesapeake Marine Tours, Inc., Canc. No. 92050879,
2013 TTAB LEXIS 347, at *55 (TTAB 2013), the Board deemed the proposed mark
ANNAPOLIS TOURS “highly descriptive” and held that use even nearing 20 years
“would not be sufficient to establish acquired distinctiveness.” Given our similar
determination of the highly descriptive nature of RINGFENCING, Applicant’s use
for over six years does not alone show secondary meaning. See also In re R.M. Smith,
Inc., 734 F.2d 1482, 1485 (Fed. Cir. 1984) (affirming USPTO’s decision to require
more than an affidavit of eight years of continuous and substantially exclusive use).

Also, as set forth above, there is significant evidence of third-party use of the same
wording to explain and promote similar goods or services. This evidence, that in part
led us to find RINGFENCING highly descriptive, undercuts Applicant’s claim that
its use has been substantially exclusive. The record clearly reflects otherwise. See
Coach Servs., 668 F.3d at 1380 (“We conclude that the Board’s failure to consider all
pre-decision third-party use of the term ‘coach’ for educational materials undermines
its secondary meaning analysis and requires remand so that the Board can assess the
extent to which those titles might cut against a claim of ‘substantially exclusive
use.”); Levi Strauss & Co. v. Genesco, Inc., 742 F.2d 1401, 1403 (Fed. Cir. 1984)
(“When the record shows that purchasers are confronted with more than one (let
alone numerous) independent users of a term or device, an application for registration
under Section 2(f) cannot be successful, for distinctiveness on which purchasers may

rely is lacking under such circumstances.”).
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Here, the abundant evidence of third-party use of RINGFENCING in connection
with the same types of goods and services that Applicant identifies “weighs heavily
against Applicant’s claim of acquired distinctiveness. That other entities have
repeatedly used this wording in connection with [the same type of software] is
inconsistent with the requirement for acquired distinctiveness that the mark sought
to be registered indicate a single source.” Guaranteed Rate, 2020 TTAB LEXIS 265,
at *27. We do not “require a perfect record,”>” as Applicant suggests, but this record
shows a lack of substantial exclusivity that is too far from perfect to be persuasive.

3. Amount and Manner of Advertising

Applicant’s Brief does not argue or point to evidence under the third Converse
factor.

4. Amount of Sales and Number of Customers

Under the fourth factor, Applicant points to over $10 million in annual revenue
under the mark and over 3,000 customers licensing RINGFENCING software.?8
Applicant also clarifies that Applicant provided no context for the dollar amounts in

revenue and customer number, rendering the information less probative, because we

574 TTABVUE 24 (Applicant’s Brief).

58 October 19, 2023 at TSDR pdf 68 (Jenkins Declaration). Applicant’s Reply Brief points to
a third-party article in General Atlantic (not testimony) for its allegation that it “protects
over 23,000 organizations,” October 19, 2023 Response to Office Action at TSDR pdf 324
(generalatlantic.com). The article repeatedly emphasizes Applicant’s “global” business, so it
remains unclear whether this figure is limited to the U.S., and it also remains unclear
whether this is specific to the RINGFENCING mark. See TBMP § 1208.01 (2024) (“The
applicant or the examining attorney may submit articles or excerpts from articles taken from
periodicals or NEXIS and other similar databases as evidence. [ Note 1.] Such material is
evidence of how a term or mark may be perceived, rather than of the truth of the underlying
information in the article.”).
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do not have a sense of the market share under the mark. See In re Palacio Del Rio,
Inc., 2023 TTAB LEXIS 183, at **40-41 (TTAB 2023) (noting the need for context,
such as market share, for sales numbers to translate to consumer perception as a
source-indicator). Nonetheless, the evidence reflects some commercial success of
Applicant’s Class 42 services under the mark.

5. Intentional Copying

The record includes no evidence of intentional copying under the fifth factor, and
Applicant does not argue this factor.

6. Unsolicited Media Coverage of the Product Embodying the
Mark

Under the sixth factor, Applicant’s Co-Founder and CEO provided Exhibits 22-31
as unsolicited media attention.?® Some of the media articles cover Applicant
launching a headquarters in Dublin, Ireland, and do not concern (or even mention, in
most cases) RINGFENCING.6 These are not relevant under this factor. Other media
articles concern Applicant, and mention RINGFENCING only in passing.t! Their
persuasiveness to show consumer recognition of the mark is minimal. Still other
articles refer to “ringfencing” in a descriptive manner. For example, one article points
to it as an example of ThreatLocker’s “functionality”: “Ultimately, ringfencing allows

organizations to limit the damage an attacker can do when software is

5 QOctober 29, 2023 Response to Office Action at TSDR pdf 590, 304-56.
60 Id. at 314-21.
61 Id. at 324-28, 340-49.
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compromised.”62 Another article refers to it as “a very powerful capability,” with the
founder and CEO of one of Applicant’s MSPs noting, “[b]y establishing these
ringfencing policies, ThreatLocker is able to restrict an application’s access to the
operating system.”63 These types of uses do not weigh in favor of consumer recognition
of RINGFENCING as a mark.

7. Weighing the Converse Factors and Conclusion on
Acquired Distinctiveness

Considering the record in its entirety, we find consumers do not recognize
RINGFENCING as indicating a single source for the identified goods and services,
and instead would view it as a term that merely describes that the software facilitates
restricted access to applications, systems, and other matter to reduce security risk in
the event of compromised cybersecurity. The very modest evidentiary showing by
Applicant under the Converse factors is easily overridden by the substantially non-
exclusive use, which presents a serious problem for Applicant, because it indicates
that the relevant public would not perceive the designation as an indicator of a single
source.% Spiritline Cruises LLC v. Tour Mgmt. Servs., Opp. No. 91224000, 2020
TTAB LEXIS 3, at *33 (TTAB 2020), quoting Levi Strauss, 742 F.2d at 1403 (“When
the record shows that purchasers are confronted with more than one (let alone
numerous) independent users of a term or device, an application for registration

under Section 2(f) cannot be successful, for distinctiveness on which purchasers may

62 Id. at 332.
63 Id. at 338.

64 This consumer perception indicates why Applicant’s stated plans to take action against so-
called infringers at some future date does not overcome the evidence.
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rely is lacking under such circumstances.”); see also DeWalt, Inc. v. Magna Power Tool
Corp., 289 F.2d 656, 660 (CCPA 1961) (Use of “Power Shop” for woodworking saws is
not substantially exclusive “in view of [Opposer’s] millions of competitive and
continuing uses of ‘power shop.”).

Applicant’s proposed mark 1s merely descriptive and has not acquired
distinctiveness.

Decision: We affirm the refusals to register Applicant’s proposed mark in both
applications on the ground that it is merely descriptive under Section 2(e)(1) of the
Trademark Act, and has not acquired distinctiveness under Section 2(f) of the

Trademark Act.
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