From: Wood, Caroline

Sent: 2/19/2020 12:41:23 PM

To: TTAB EFiling

CC:

Subject: U.S. Trademark Application Serial No. 88210547 - ACCESS MANAGEMENT - 569.336 - Request
for Reconsideration Denied - Return to TTAB - Message 9 of 12
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Count: 12
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Enterprise-wide transparency of access rights is unavailable
‘Least privilege’ principle is often not implemented
itoring toxic inations of access rights is difficult
Failure to control separation of duty (SoD) may lead to fraud and financial losses
Complex and insecure authentication of users for password resets

Identity Management System

p——

‘Omada Identity Suite Is an identity and access management solution that

reduces the need for custom development, decreasing deployment time, so
ROl is achieved fast.

The solution offers end-to-end user provisicning and access management.
Key of our identity system includes:

- Identity lifecycle management
< Provisioning

+ Self-service processes

~/ Password management

< Approval workflows

/' Segregation of duties (SoD)
+ Role management

/ Audit reporting



users have access 10.

By using Omada Identity Suite, permissions can be granted manually and
automatically, depending on the user's assigned role in the company. Using
‘Omada software to prevent data and information breaches, complying with
domestic and intemational legislation is easier than ever.

Learn more about the essential identity management functionality of Omada
Identity Suite:

Learn more

Security Compliance Efficiency

Improve your IT security and manage Ensure Compliance with built-in Automate processes, boost efficiency, and
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access across all systems automated access rights policies enable your business

Download: Omada Identity Suite - Solution Overview
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Providing users with secure access can be challenging, but identity
and access management solutions deliver improved security, as well
as cost and time savings.

by BizTech Staff

» LISTEN

Users demand quick and easy access to systems and information whether they’re located in the office. at

home or on the road

Most organizations recognize the need for this access but realize they must balance user demands against

difficult security [ know that must support remote users and

attempt to exploit enterprise identaty systems through the use of social engimeening attacks that allow them
1o compromise the credentials of legitimate users and gain access (o enferprise systems. ln recent

years, social engineering has grewn info an increasingly common and effective amack vector

The demand for secure aceess poses a serious challenge 1o IT professionals. The IT team must
simultaneously meet the needs of a diverse landscape of users across numerous, disparate applications
Many scenarios arise on a daily basis that require modifications to access permissions, New users are hired
and need their access provisioned quickly during their onboarding process. At the same time, current users

leavean 22 past of planned or sudden. and they must have their

access revoked. Other users change roles within an snterprise because of transfers and promotions and
need their access rights updated to reflect their new positions, while removing the permissions they no

longer requirc

Mecting these demands across a variety of on-premises and cloud applications requires the use of agile
and flexsble identity and access management solutions. dentity and access management (LAM) products
must be able to handle access rights for many different categories of mdividuals who are using a vaniety of
devices to access different types of data and workloads. Access control systems must be able to mtegrate
with a wide variety of existing and future information systems, allowing users access to the information
they need, wherever it is stored.
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Adding to the complexity of the modem identity and sccess management challenge, business data now
exists far bevond the traditional network perimeter. While firewalls and intrusion prevention systems
continue 10 play an important role in network security. organizations cannot depend on them to protect
sensitive information that exists outside the traditional network perimeter. The risks of cloud computing
and mobile devices are that these technologies spread data across a much broader area and increase the

challenge of protecting access to an organization's information
What Is IAM, and Why Is It Important?

Identity and aceess management is the information secusity discipline that allows users access to
appropriate technology resources. at the right time. It incorporates three major concepts: identification.
authentication and authorization. Together. these three p bine to ensure that specified
have the access they need to do their jobs, while unauthorized users are kept aw
and wformation.

y from sensitive resources

When 2 user attemps to access a system or data, he or she first makes a claim of identity, typically by
entering a username mto the system. The system must then venfy thus claum of identity through an
authentication process. Authentication may use basic knowledge based techniques. such as passwords. or
rely upon advanced technologies, such as biometric and tokenbased authentication. Once a user
successfully completes the authentication process, the TAM system must then verify the user’s
authonzation to perform the requested activity. The fact that a user proves his or her identity is not
sufficient to gain access — the system must also ensure that users perform actions only wathun thewr scope
of authority

Without a centralized approach to LAM, IT ust mana i d autk
across a large mumber of technology These
support many different business functions, some customer-facing and some mesting infernal requirements

To work effectively in such an environment, the security professionals managing TAM solutions must

understand not only business operations but alo the ways that access to IT systems enables those
operations.

Effective LAM solutions help enterprises facilitate secure, efficient access to technology resoucces across

these diverse systems. while delivering a number of important benefits

Improved data security: C d ¢ on asingle

platform provides IT professionals with a consistent methed for managing user access. When a user leaves
an organization, IT administrators may revoke thewr access in the centralized IAM solution with the
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confidence that this revoeation will immediately take effect across all of the technology platforms
integrated with that IAM platform.

Reduced security costs: Using a single IAM platform to manage all user access allows administrators to
perform their work more efficiently. A securiry team may have some additional upfront work integrating

new systems into an TAM platform but may then dedicate time to the management of that plarform, sav

time and money.

More effective access to resources: When users recerve access through a centralized platform, they
benefit from the use of single sign-on (SS0) technology that limits the number of interactions they bave
with security systems and increases the likelihood that their legitimate attempts to access resources will
succeed

These three benefits combine to demonstrate the importance of centralized identity and access

management to the modsm enterprise.

Learn more about TAM solutions by downloading the white paper. “TAM: Overcoming the
Authentication Ch J
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(® View Accounts Try Oracle Cloud Free Tier

Oracle Access Management

Comprehensive Access
Management for
Applications, Data, and
Web Services

Delivers risk-aware end-to-end user authentication,

single sign-on, and authorization protection, enabling
enterprises to secure access from mobile devices and
seamlessly integrate social identities with applications,

B Data Sheet

_ e

* Seamless single sign-on to any application from any
device

« Lower helpdesk-related support costs and A
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enhanced user productivity

Real-time external authorization based on XACML
ABAC, and RBAC for a broad variety of platforms
and environments

Accelerated application lifecycle and simplified
evolution of fine-grained security policies for

applications, middleware, and databases

Risk-based authentication and proactive real-time
fraud prevention

Standards-based identity propagation across
vendors, customers, partners, and social networks

Context aware computing— automatically collect

propagate, and leverage identity and device context

for personalization and authorization across web,
web services, and application tiers
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12 Best Access Management Software & Tools
If you want to make sure that users on the network have access to the right tolls and want to have appropriate

restrictions in place, there is nothing mere powerful than access management software. We'll show you the best
tools available in 2020.

STEPHEN COOPER
@VPN_News UPDATED: January 14, 2020

11 Bes! Free TFTP Servers for
Windows, Linux and Mac

[~ The 19 Best Free SFTF and FTPS
ervers for Windows and Linux
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Access Management Tools
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Free Tools to Analyze Network
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What is access management?

Access Management (AM), also known as Identity and Access Management (IAM), is |
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