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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
BEFORE THE TRADEMARK TRIAL AND APPEAL BOARD

O2Micro International Ltd. Cancellation No. 92051170
Petitioner, Mark: 02
V. Reg. No. 2231093

02 Holdings, Ltd.
Repgistrant.

REGISTRANT’S RESPONSE TO PETITIONER’S MOTION FOR SUMMARY
JUDGMENT ON THE ISSUES OF FRAUD AND ABANDONMENT

Registrant, 02 Holdings, Ltd., (“Registrant™), by and through its atiorneys Baker &
Rannells, PA, hereby responds to Petitioner’s, O2Micro International Ltd., (“Petitioner””) Motion
for Summary Judgment on the issues of fraud and abandonment.

Simply put, Petitioner has failed to allege facts sufficient to demonstrate that no genuine
issue of fact remains as to the issues of abandonment and the indispensable element of intent to
deceive for a claim of fraud in a registration renewal as established by the Federal Court in /in re
Bose Corporation, 476 F. 3d 1331, 91 USPQ2d 1938, 1941 (Fed. Cir. 2009). Registrant did not
knowingly perpetrate or knowingly intend to perpetrate a fraud on the USPTO when 1t renewed
its registration. Rather, upon being made aware that its licensee’s use may have decreased or
possibly ceased, Registrant, in good faith, immediately submitted evidence of its additional use,
during the time period allowed for its renewal, to provide additional support for renewal and to

show it had not abandoned its mark.



I. Standard for Summary Judgment on the Issue of Fraud

In a motion for summary judgment, the moving party has the burden of establishing the
absence of any genuine issue of material fact and that it is entitied to judgment as a matter of
law. See Fed. R. Civ. P. 56 (c). A genuine dispute with respect to a material fact exists if
sufficient evidence is presented that a reasonable fact finder could decide the question in favor
of the non-moving party. See Opryland USA Inc. v. Great American Music Show, Inc. 970 F.
2d 847, 23 USPQ2d 1471 (Fed. Cir. 1992). Thus, all doubts as to whether any particular factual
issues are genuinely in dispute must be resolved in light most favorable to the non-moving
party. See Old Tyme Foods, Inc. v. Roundy’s Inc., 961 F.2d 200, 22 USPQ2d 1542 (Fed. Cir.
1992).

“A trademark is obtained fraudulently under the Lanham Act only if the applicant or
registrant knowingly makes a false material representation with the intent to deceive the PTO.”
In re Bose Corporation, 476 F. 3d 1331, 91 USPQ2d 1938, 1941 (Fed. Cir. 2009). See also
Torres v. Cantine Torresella S. r. 1., 808 F.2d 46, 48, 1 USPQ2d 1483, 1484 (Fed. Cir. 1986).
The standard for finding intent to deceive is stricter that the standard for negligent or gross
negligence. See Bose, 91 USPQ2d at 1941. Deceptive intent may be established by direct
evidence or may be inferred from indirect or circumstantial evidence, but no matter the type of

evidence, it must be clear and convincing. {d  citing Star Scientific, Inc. v. R

J. Reynolds Tobacco Co., 537 F3d. 1357, 1366, 88 USPQ2d 1001, 1007 (Fed. Cir. 2008). There

is no fraud if a false representation is occasioned by honest misunderstanding or inadvertence

without a willful intent to deceive. Bose, 91 USPQ2d at 1940.




“It is clear that under the holding of Bose that intent must be separately proved; and on a

motion for summary judgment it must be shown that there is no genuine issue about the

existence of intent to deceive the Office.” DaimlerChiysier Corp. v. American Motors Corp., 94

USPQ2d 1086, 1090 (TTAB 2010)emphasis added). “Fraud in procuring or maintaining a
trademark registration occurs when an applicant for registration or a registrant in a declaration of
use or a renewal application knowingly makes specific false, material representations of fact in
connection with an application to register or in a post-registration filing with the intent of
obtaining or maintaining a registration to which it is otherwise not entitled.” Qualcomm Inc. v.
FLO Corp., 93 USPQ2d 1768, 1770 (TTAB 2010)(citing Bose).

II. Existing Issues of Material Fact

Summary judgment on the issues of fraud and abandonment is inappropriate here because
genuine issues of fact remain as to Repistrant’s continued actual use of its mark and its
knowledge and intent at the time it renewed its registration. In its summary judgment motion,
Petitioner merely speculates about Repistrant’s alleged state of mind when it filed its initial
renewal. Such speculation cannot legally support a finding of Registrant’s deceptive intent and
no such inference can be drawn. Petitioner’s allegations do not meet the legal standard of Bose,
reiterated in DaimierChrysler Corp., to demonstrate that there remains no genuine issue about
the existence of Registrant’s intent to deceive. On the contrary, Registrant’s actions during this
period reveal its good faith intention to provide accurate information to the PTO.

Up to the time of the renewal, Registrant had in place a license agreement \with a
company called SGI from which it acquired Registration Number 2231093, for the Mark “02”
(“Registrant’s Mark™). The agreement provided that SGI had an affirmative duty to inform

Registrant if it intended to discontinue SGI’s use of Registrant’s Mark. Registrant received no



communication from SGI prior lo commencement of the time period for renewal of Registrant’s
Mark that SGI had stopped making and selling O2 products. Registrant, thus, submitted the
renewal under the presumption that SGI’s use was in force and supported renewal. When a
question arose about SGI's continuing use of Registrant’s Mark, Registrant immediately called
the USPTO to inquiry whether it could submit an additional specimen in support of the renewal,
namely Registrant’s own use of Registrant®s M Mark on the goods identified in the registration.
The USPTO informed Registrant that because the time for renewal had not yet closed, Registrant
was allowed to submit an additional supportive specimen by facsimile evidencing its use.
Registrant did so without delay. Registrant was uncertain of the status of SGI’s usage, and
decided to submit additional evidence to give it time to acquire the facts.

From this, Petitioner draws an inference of intent to deceive, but no such inference can he
drawn. On the contrary, Registrant submitted its additional specimen to provide the PTO with
reliable evidence of its continued use during the renewal period. It was not clear at that time if
SGI had any remaining use that would support the renewal, but Registrant’s own use did.
Registrant thus submitted additional evidence in the form of a supplemental specimen showing
its own use in the event that Petitioner’s claims regarding SGI are true. At no time did
Registrant intend (o deceive the patent office into granting it a renewal for a registration to which
it was not entitled. Registrant believed then and believes now that it is entitled to maintain its
registration.

At the worst, Registrant either inadvertently, or by honest mistake, submitied a specimen
of SGI's presumed use where such use has either diminished because of possible discontinuance
or ceased, either situation occurring without Registrant’s knowledge. Registrant did not willfully

intend to deceive the PTO, but may have negligently relied on SGI's duty to keep Registrant




informed. This does not even rise to the level of gross negligence. Instead, upon discovering
that its licensee’s use was in question, Registrant filed its supplemental specimen in a timely
marnner. Petitioner has not shown that Registrant willfully intended to deceive the PTO, nor can
this intent be inferred under these circumstances. Petitioner’s evidence is neither clear nor
convineing.

Discovery has not yet commenced between the parties. When i ensues, Registrant will
provide information to Petitioner about its license with SG1 and the nature of SGI's use.
Registrant will also provide proof of Registrant’s additional use through sales of its own
computer hardware and software products. Discovery will show that Registrant did not
intentionally attempt to commit fraud in its renewal, nor has Registrani abandoned use of its
mark.

As to its supplemental specimen and additional use, namely use of Registrant’s Mark on
SIM card hardware and embedded operating software, the exact nature of the goods involved
will become clear during discovery. Registrant has clear evidence of its sales and the continued
use of Registrant’s Mark on its SIM cards during the relevant period. Exhibit A, attached hereto,
includes a third-party patent for a SIM card, in which the patentee defines a SIM card by stating
the following:

SIM includes a computer, an electrically erasable program-
mable read-only memory (EEPROM), and also circuitry for
receiving a combined power and timing signal from a card
reader/writer optionally located within an associated device
or station. These card components and circuitry also receive
and transmit data signals between the card and, via the
reader/wrilter, the associaled device or station. The SIM is
thus a small portable article including an electronic arrange-

ment having a microprocessor coupled to an electrically
programmable read-only memory.




SIM requires suitable securily for the data on Lhe SIM. SIM
components and circuitry exchange authorization data with
appropriale application software residing in the device or
station, when enable by an appropriale password. A suitably

(see page 4, Column 1, lines 26-35, Column 2, lines 33-36). Thus, a SIM card is a piece of
computer hardware with read only memory onto which software resides to operate properly.
Registrant submitted a specimen of its O2 branded SIM card, onto which the 02 software is
uploaded. This additional specimen is clear evidence of its other use of its mark on computer
hardware and software, use which was in effect during the relevant renewal period. Al the
minimum, a genuine issue of fact remains regarding the nature of such goods and if they support
use for the goods of computer hardware and software.

In its supplemental renewal, Registrant deleted *instruction manuals” from its
identification of goods. Rather than showing a guilty intent, as Petitioner claims, these actions
reflect Registrant’s honesty. SGI had use of the mark on instruction manuals at one point through
its licensee. However, once its licensee’s actions were put in question, Registrant decided to
narrow its registration, limiting its rights, to reflect that use of its 02 Mark at renewal did not
include instruction manuals for the SIM cards. This was done in good faith so that the resulting
registration would clearly identify the goods and services of which the Registrant had certain
knowledge. Registrant was willing, for the sake of accuracy, to narrow its registration, even if
it later determines that SGI has some remaining use, such as offering refurbished 02 computer
hardware that comes with instruction manuals. No inference of intent to deceive can be drawn

from such actions.




I11. Conclusion

Petitioner has failed to show by clear and convincing evidence that Registrant intended to
deceive the Board, filed a fraudulent renewal or abandoned its 02 mark. At the least, genuine
issues of fact remain.  Registrant requests that the Board deny Petitioner’s Motion in its

entirety.

Dated: May 12, 2010 BAKER AND RANNELLS, PA

By: _/s/ Linda Kurth
Stephen L. Baker
Linda Kurth
Attorneys for Registrant
575 Route 28, Suite 102
Raritan, New Jersey 08869
(908) 722-5640
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1
REPLACEMENT OF EXTERNALLY
MOUNTED USER INTERFACLE MODULES
WITH SOFTWARE EMULATION OF USER
INTERFACE MODULE FUNCTIONS IN
EMBEDDED PROCESSOR APPLICATIONS

This npplication claims the benefit of U.S. Provisional
Application Serinl No. 60/111,953, fled in the names of
Brian Lindemann and Daniel R. Barbour on Dec. 11, 1998,
the complete disclosure of which is incorporated herein by
reference,

FIELD OF THE INVENTION

Subseriber Interface Modules, or *Smart Cards,” includ-
ing a microprocessor, and in particular the installation,
programming and accessing of such subscriber interface
modules,.

BACKGROUND OF THE INVENTION

Portzble data or information curriers in the form of a card
or the like are known, Such carders are commonly known as
Subscriber Interface Modules (SIMs), or “smart cards.” As
disclosed in ULS. Pat. No. 4,816,653, the complete disclo-
sure of which is incorporated by reference herein, the SIM
looks and feels much like an ordinary credit card, but the

IM includes a computer, an electrically erasable program-
muble read-only memery (EEPROM), and also cirenitry for
receiving a combined power and timing signal from a card
reader/writer optionally located within an associated device
or station. These card componenls and circuilry also receive
and transmil data signals between the card nnd, via the
reader/wriler, the associated device or station. The SIM is
thus a small portable article including an clectronic arrange-
ment having a microprocessor coupled to an electricall
programmable read-enly memory.

‘The SIM is used in many iodustries to provide secure
aceess to personal data, such as bank account numbers,
medical records, and telephone access codes. Conventional
SiMs, bowever, penerally hold just one spplication. One

"SIM might be used [or a banking/financial npplication, while
~ another SIM might be dedicated to a security application for
entry to a building or workplace, while yet another smart
card might be dedicated (o wecess ¢ telephone system. In
general, the internal handling of data by the SIM deprives a
would-be defrauder of uny opportunity to learn the natere of
information required 1o use the SIM.

In order to maximize the confidentiality of information
stored in the SIM, and more specifically to limit the amount
ol information available to a would-be defrauder monitoring
taty lines or radio frequency carriers connecting the data
SIM to external devices, the SIM includes o microprocessor
and a memory operatively associated with the microproces-
sor. According to one embodiment disclosed in U.S. Pat. No.
4,211,919, the complete disclosure of which is incorporated
by reference herein, the memory has three zones: u secrel
zone in which rending and writing operations ure permitied
by internal circuits of the SIM; n working zone in which any
reading or wriling operations are permitted; and a read zone
where only reading operations are permitted.

The secret zone of the memary disclosed in U.S. Pat. No,
4,211,919 includes al least one key or code which is com-
pared {0 a key received from a device external to the SIM for
determining whether a particular operation is suthorized.
The seeret zone includes an ERROR zone and an ACCESS
zone in which information is stored indicaling attempted
iccess or access (o strictly confidential data requiring the use

2

of a key. The microprograrn stores one bit in one or the other

of these two zones exch time access to the SIM is requested.

Therelore, performing read and write functions in predeter-

mined zones of the memory is possible, provided that u
5 secret code or key is fed into the data SIM.

More particularly, aceording 10 U.S. Pal. No. 4,211,919,
the operations to be performed are monitored and handled
internully ard continuously by a microprogram which is
stored in memory and execuled by the microprocessor. The
SIM lunctions are summarized as follows:

(1) sequential reading und writing of memory in the

authorized zones starting from a piven address;

(2) acquisition and checking of an enabling key by
comparing the key with a word which is written in a
secret zone of the application memory, and therefore
inaccessible from outside the SIM;

{3) authorization or denial of reeding and writing;

(4) systematic sell-checking of the writing in the memory;

(5) ordering interna] storage of errors and/or successful
attempls at access; and

(6} disabling previous funclions when the number of
ervors, i.e., unsuccessful attempts, reaches a predeler-
mined maximuen count.

disclosed in U.S. Pat. No. 4,816,653, a vast amount of
Jggfnuﬁug power and memory are present right in the SIM.
The SIM is capable of carrying the account numbers of all
of the owner’s charge accounts, the balances of all of the
accouants, the credit limits of all of the accouats. The card is
also capable of camying olher such personal data as, for
example, personal telephone directories, und personal lele-
phone access codes. The presenee of such data in 4 portabl
SIM requires suitable security for the data on the SIM. SIM
components and circuitry exchange authorization data with
35 appropriate application software residing in the device or
station, when enable by an appropriate password. A suitably
configured application device or station, which includes a
computer or dedicated workstation that executes application
software necessary for sccessing the memory in the SI
40 enables the retrieval and madification of infermation stored
in the SIM memory.

Certainty that the device or station is communicating with
an guthentic file on an authentic SIM is achieved by assign-
ing each card a unique serial number and using this number,
or subset thereof, along with a concealed application pass-
word residing in the device or stadion. These numbers are
manipulated algorithmically to prodece an authentication
code which is stored in the application’s file on the SIM at
the time of creation. During subsequent transnctions, this
code mus! be favorably compared to a similar code gener-
aled independently by the cevice or station lo epable a
transaction. The SIM requires a user (o provide a password
before access to files other than those at the public level is
permitted. Sceurily is further consured by restricting the
mumber of unsuccessful password atiempts.

According o U.S. Pal. No. 4,816,653, the SIM is fully
passive and not able to initiate any fransaction with the
device or station. Rather, the reader/wriler signals *sttention’
to the device or station, The device or station responds to the
‘attention’ sigoal and inierrogates the reader/writer to deter-
mioe the reason for the *atiention’ signal.

U.S. Pat. No. 5,721,781, the complele disclosure of which
is incorporaled by reference herein, discloses a SIM that is
assigned its own digilal certificate containing » digital
signeture from u trusted certifying authority and 1 unique
public key. Additionally, the cardholder is required to enter
2 unique Personal Identification Number (PIN) to complete

30
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a transaciion. The PIN is passed to the SIM for use in
authenticating the cardholders identity. The system dis-
closed in U.S. Pat. No. 3,721,781 includes a terminal that is
capable of accessing the SIM. The terminal has at least one
compulible application which operates in conjunction with
an application on the smarl card. To begin a transaction, the
SIM and termina] enter an authentication phase wherein the
terminal verifies that it is communicating with un aathorized
S1M. This usually enlails the SIM Torwarding its own access
cade to the lerminal [or verification. The SIM uses the
terminal’s public key thal it received in the termimal's
certificate ko send a message. Only the terminal can decrypt
the message using its private key. Similarly, the terminal can
encrypt & reply message using the SIM’s public key and only
the STM can deerypt the message, The encryption algorithms
introduce “digital signatures” which are employed 1o ensure
that the appropriale parties are communicating with each
other. Thus, when the SIM encrypts a messige using the
terminal’s public key, it tags 2 personalized digilal signature
onto Lhe message. The SIM encrypts the combined message
using ils awn private key.

‘The terminal receives the communication and decrypis it
using the SIM’s public key. This decryption yields a
scrambled part that contains the encrypted messnge and
legible part that consists of the SIM's signature. Since the
communication was decrypted using the SIM’s public key,
it follows that only the SIM (using its private key) could
bave encrypied the entire communication. Thus, upon seeing
the SiM’s digital signature, the terminal is assured that the
communication truly came from the SIM. The terminal
discards the digital signature and then decrypts the other part
using its own privale key to obtain the original message, The
encryption scheme therefore ensuees for the reeciving party
{i.c., the lerminal in this example) that the communication is
from the desired sending party (i.e., the SIM) and that only
the receiving party can read the originul message. Fallowing
authentication, one or more transactions are conducted and
the card is removed from the terminal, ending the session,

U.5. Pat. No. 5,237,612, the complete disclosure of which
is incorporated by reference herein, discloses a system for
the validation and verification of base stations and mobile
stations within a cellular radiv communications network
using SIMs. The system includes n fixed key and a change-
able key which arc applied as inpwis 1o a proprietary
authentication algorithm. The algorithm generates key-
dependent responses, al least one of which is independent of
the changeable key. The respooses pencrated by & parlicular
mobile stution are compared (o the responses generated by
the network and the presence of fraudulent users may be
detected.

As disclosed in U.S. Pat, No. 5,237,612, mohile repisira-
tion is the process by which a mobile telephone unit
becomes listed as being present in the service area ol one of
the maobile exchanpes in a mobile telephone service net-
work. As cach mobile wlephone unit enters o new area
within the network, it sends a unique identity signal which
is detected by the mobile exchange associated with that area.
This exchange records an indication of the presence of the
maobile subscriber in its memory and then informs all the
other exchanges of the presence of the mobile subseriber
within ils coverage ares at that particular moment. When the
mobile subscriber crosses over into another area, the
exchange associated wilh that area, upon receiving an iden-
lity sigral from the telephone unit, will record an indication
of the mobile subscriber’s presesce there and then transmit
the identity signal to afl of the other ecxchanges together with
its own identily sigoal, for the purpose of updating the
mobile subscriber’s position.

33
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As described in U.S. Pat, No, 5,237,612, in other known
solutions, a mobile subscriber’s identily and position mes-
sages are sent by each exchange, whose respective areus are
crossed by such maobile subseriber, lo a speeific cenier. Any
cxchasge in the mobile network which contacts this center
may receive all (he information necessary for locating and
making o conngction 1o the mobile subseriber. This salution
climinales the need to advise one or more of the other mobile
exchanges each (ime & mobile subscriber enters a new area
without muking or receiving a call there, and thereby
reduces the amounl of mobile subscriber location data that
must be processed by each of the mobile exchanges within
the network.

In some systems, the aforementioned center may be a
comimon national center such as that used in the mobile
telephone location system disclosed in U.S. Pat. No. 4,700,
374, the complele disclosure of which is incorporated by
reference herein, As described in U.S. Pat. Ne. 5,237,612, in
other systems, the center may be the exchange lo which a
mobile subscriber is assigned (the “home exchange”). In
such other systems, the mobile subscriber may preregister in
an area other than the normal service and billing area (the
“home area”) [or service io be provided in the other area (the
“visited arca”) by the exchange associated with the visited
ares (the “visited area™). When a roaming subscriber arrives
in the visited ares, the mobile subscriber is qualified o make
telephone calls from there und calls which are received in the
mobile subscriber’s home area are {orwarded fo the visited
arcu for iransmission to the mobile subscriber.

U.S. Pat. No, 5,237,612 discloses 1 procedure and hard-
ware for providing adapisble authentication of & mobhile
slation within a radio network. U.S. Pat. No. 5,237,612 also
discloses a method for the verification and validation of o
mobile station in o radio network in accordance with an
authentication algorithm executed in each of the mobile
slution and the network. A random number signal is trans-
milted from the network to the mobile station. A set of
inputs, including the random number signal trapsmitted
from the network to the mobile station, a fixed key value and
a changeable key value are applied to (he authentication
algorithm. A set of owtputs including a first response signal,
which is dependent on the fixed key value and independent
af the chungeable key value, and a second response signal,
which is dependent on the changenble key value, are gen-
craled from the authentication algorithm. The first and
second response signals are transmitled to the network and
compared with the frst and second response signals gener-
afed in the networls.

As disclosed in U.S. Pal. No. 5,444,764, the complele
disclosure of which is incorporated by reference herein, in
currenl radiotelephone systems such as the Global System
for Mobile Communications (GSM) radiotelephone system
currently in use in Europe, a SIM card is inserted into a
radiolelephone for providing subseriber identification, bill-
ing informution and other information concerning the opera-
tion of the radiotelephore. In the GSM system, the same
telephone hardwure can be used with any SIM card inserted
inta the SIM card reader of the radiotelephore,

LS. Fal. No. 5,444,764 discloses 1 radiotelephone system
that includes a radiatelephone having a subscription lock
and o removable SIM containing an international mobile
subscriber identification (IMSI). The subscriber lock is used
to restricl registration into the radiotelephone system to
those radiotelephones which contain a SIM card which has
an IMSI which falls within a range of valid IMSIs pro-
gremmed into the radiotelephone and those for which the
user has enlered a subsidy flag Personal Identification Num-
ber PIN) which permazently disables the need for a valid
IMSIL
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According to U.S, Paw. No. 5,444,764, upon power-up of
the radiotelephone, a SIM is inserted by the user inio the
SIM eard reader cantuined within the radiatelephone. ‘The
radiofelephone prompts the user to insert a Personal Iden-
tification Number (PIN), which unlacks the SIM card allow-
ing access to the subscriber information contained therein.
Alleratively, the SIM card does oot require the entry of a
PIN number to unlock the subseriber information contained
therein. However, the disclosure cautions (hat the SIM
access PIN is not to be confused with the described subsidy
flag PIN. Upon entering the SIM card access PIN, the
radiotelephone exccutes a process thal registers the radio-
telephone for service in the radioielephone system. Onee
registered, the radiotelephone is able to send und receive RF
sigmals from @ remote rensceiver.

U.5. Pat. No, 5,444,764 illustrates a process flow chart
describing 2 method for controlling access 1o a radiotele-
phone system. The process is implemented in software in o
microprocessor Which is embedded in the radiotelephone
controller. Prior 1o execuling the process, the follawing
values are initialized by the manufacturer and remain valid
for the life of the phone: a PIN retry counter is sel to a
predelermined value, an unlock counter is sel to 1 predeter-
mined value, a range of valid internntional mobile subscriber
identifications are set, a PIN register is set to a predeter-
mined PIN value and a subsidy flag is either set to 0 or 1
indicnting o active subsidy flag, or an inactive subsidy fag,

The process controlling access to & radiolelephone system
begins a1 a decision block where the value of the subsidy Hag
is determined] when the phone is registered for emergency
service only. When the value of the subsidy flag is equal to
zero, then the subsidy Hag is not set, and the rudiotelephone
registers for full service within the radiotelephone system. If
the subsidy fag is set, then the process compares the value
of the PIN retry counter lo zero at another decision block. If
the PIN retry counfer is nol equal 1o zero, then the process
checks o see if the internstiona] mobile subseriber identi-
fication Falls within the subsidy range of valid IMSIs at 2
third decision black, If the SIM is within the subsidy ranpe,
then the radiotelephone registers for full service in the
radiotelephone system, IF the SIM [aHs outside the subsidy
range of valid SIMs, then the process requests the user lo
enter a subsidy flag PIN,

The process compares the subsidy Bag PIN cntered by the
user to a predetermiined PIN value stored within the
EEPROM in the controller porion of the radiotelephone. 1f
the subsidy (lag PIN entered by the user equals the prede-
termined PIN value, then the subsidy flag is cleared, and the
radiotelephone is regisiered for full service in the radiotele-
phone system. If the subsidy flag PIN entered by the user is
not equal to the predetermined PIN value, then the PIN retry
counler is decremented by 1. At yel unother decision block,
the current value of the PIN retry counter is compared (o
zero, IT the PIN retry counter is nol cqual to zere then the
process returns to the function which requests a user to enter
a subsidy flag PIN. If the PIN relry counler value is equal Io
zero, e, all of the predelermined number of PIN retry
atempts are exhausted, then the phone becomes locked.

As disclosed in U.S. Pat. No, 5,987,325, the compiete
disclosure of which is incorporated by reference herein, in
radiotelephone systems such as GSM, a SIM card is inserled
into a radivtelephone for providing subscriber identification,
billing information and other information concerning the
operation of the radiotelephone. The SIM is a key compo-
nent of the GSM and typically comprises 3 smart card which
is inserted into o GSM phone in order to make the phone
functional. As described in U.S. Pat, No. 5,987,325, in a
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typical cellular telephone communication system, each sub-
scriber unit is assipned a mobile subscriber identifier (MSI)
which uniguely differentizles the subseriber unil [rom other
subseriber unils, In the European cellular communication
syster, one such identifier is the international mobile sub-
scriber identification number (IMSI).

U.S. Pat. No. 5,987,325 discloses a personal communi-
cation system which has a single personal telecommunica-
fivns device which is operable in all availuble cellular
syslems, e.z., AMPS, TDMA, CDMA, GSM, etc. across all
available cellulur [requencies, e.g,, 900 MHz or 1800 MHz
as well as satellite frequencies, and which operates like an
inexpensive cordless phone when the user is al home. The
user has a single phone number that tracks that phone such
that wherever the phone is, that is where the user is. In the
5IM environment, & user is not constrained 1o carry his own
personal communications device on him at all times, since
it is SIM plus & generic, non-user specific communicitions
device which the system sees, as opposed o a specialized,
user specific device such as a conventional wireline phone or
a conventional non-GSM cellular phore,

U.5. Put. No. 3,987,325 further discloses a single lele-
phone capable of accepting and responding to muliiple
SIMs, such that in siluations whereby there is anly one
communications device, but yet several peaple, each having
their own number, desire access to that device. Alternatively,
a person mey have multiple SIMs, for example, ane for
personal communications and snother for business. Thus, o
telephone accepting and responding to multiple SIMs pro-
vides multiple unigue secire communications in a single
device.

In SIM card manufacturiog, certuin sced information,
including the unique identification code for billing and
authentication purposes, the fraud prevention algorithm, and
a unigue serial number cross-referenced {o a blank authen-
tication table are provided by the Gateway Business System,
a business unit at the Gateway level used for customer
managemen!, customer care, retail billing, inventory
management, and SIM card commissioning and activation,
The seed information is provided in the form of an electronic
Pre-Personulization Card Input File (PPC-In file), usually
stored and transporied on a diskette. The PRC-In file typi-
caully includes nt least the customer name to be associated
with the account; the transport key reference number for the
key that will be used [or encryption of the key oo a PPC-Out
file; the starting value for the group of IMSIs 1o be used; the
sturling value for SIM card serful number group to be used.

The diskette coninining the PPC-In file is provided to the
SIM card manufacturer along with 2 letter instructing where
Lhe PPC-Out file, invoice, and completed physical SIM cerds
are to be delivered. The SIM card manufacturer generales
implementalion specific informalion necessury 1o complete
the nuthentication table, including & unique code tied to the
telephone number and keys to the encryption code for
satisfying the fraud prevention algorithm, The SIM card
manufaciurer loads the data into a physical SIM card,
lhercby completing the authentication table, and creates an
elecironic PPC-Owt file, preferably stored on a diskette.
Generally, the physical SIM cards go to the designated
service provider (SP) and, in a telecommunications
implementation, the PPC-Out file goes lo a Gateway Busi-
aness System. The Gateway Business System receives the
PPC-Qut file. The Galoway Business Syslem ensures that
the Authentiention Command (AuC) file is provided 1o the
Gateway network switch providing the interface between the
mabile network and the public switched telecommunica-
tions network (PSTN), and that the appropriate response file
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was received. The Gateway Business System then allocates
the IMSI resources from the SIM card order to a particular
service provider,

In independent telephones accepting one or more SIMs,
mobility of the tclephonce identity is the paramount interest.
Such mobility is provided by the plup-in SIM. PINs protect
the SIM owner from loss or misappropriation of the SIM. In
contrast, implementations fixed in place, in a building or
maving vehicle, and providing telephony to multiple users
presents u situation wherein mability of access is frrelevant
and the physical SIM canoot be losl., In such
implemenlations, a sinpgle microprocessor accesses a data-
buse of multiple SIMs. However, While each independent
telephone carries its own SIM card, this configuration is
impractical for applications requiring multiple SIMs. For
example, in avionics applications, where every seatback
includes a handset, providing a SIM for each seatback
handset is impractical. Rether than provide a SIM card for
every seulback and cobin handset, typical airbome mobile
cellular systems provide i cenlral tragsmission coatrol sys-
tem having one or mare RF transmission channels, One SIM
card is associsled with each chanpel of the airhome lele-
communications uni.

Although the number of communication chianrels pro-
vided in the mobile cellular unit depends upon the specific
implementation, one specific implementation provides 30
vaice channels and 30 data chanoels shared among all of the
onboard terminals,

Today’s SIM cards are physical circuit cards for mounting
on a PC board, SIM cards require a mouating coaneclor for
interfucing 10 (he PC board, plus support circuitry lor
addressing and reading the individual SIM cards. The total
board space required 1o supply all the SIM cards necessary
for even an eight-channel installation is more than cao
practically be fitted inlo the telecommunications unil. Nor
will the necessary PC boards fit in the space allotted for a
standard Aircraft Personality Module (APM).

Rather than individual SIMs coupled 1o each onboard
terminal, the physical apparatus of a tlelecommunications
unit includes one or more SIM cards interfaced to a main
syslem centrul processing unit (CPU). The CPU performs
the actual receive und traosemit funciions between the tele-
communications unit and the communications network, The
interface typically includes a micro-controller, or
microprocessor, which cantrols the individual SIMs. The
micro-controller is usually part of a SIM reader, which also
includes several interface circuits associaled with an indi-
vidual SIM and allowing the CPU to read the contents of the
ussocigted SIM. The lerminals convert anelog voice foput
into a digitized serful data stream. The main CPU generally
lacks the processing capacity lo handle the actual serind data
transmilted by the handset. The SIM rewder, therefore,
converls the serial data stream from the user terminals and
relays the resulting parallel data 1o the main system CPU.

Ope known implementation includes mulliple conven-
tional universal asynchronous receiver-transmilters, or
UARTS, each interfacing with one SIM for serial to parallel
data conversion so that the data can be received by the
sysiem CPU. Apother known implementation includes a
canventional UART and a microcontroller 1o interface
between the SIMs and the CPU. Still another known imple-
mentation includes a conventional UART to manage serjal
output from the micre-controller for the CPU.,

FIG. 1 is o block diagram of one prior art telecommuni-
cations unil transmitting and recciving sipnals between
multiple user terminals situated in a eentral location, such as
multiple telephone handsets in a business office using the
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general GSM cellular network, or cubin and passenger
tefecommunication cquipment onboard a host aircrafi or
other vehicle, for example, seathuck telephone handsels, and
a satellite constellation for relay to pround stations. As
shown in FIG. 1, the tclecommunications unit 100 of the
prior art includes a control module 305 having a main
system cenlral processing unit, or CPU, 110 performing the
actual receive and transmit functions between the telecom-
munications unit and the sstellile constellation. CPU 110
interfaces with multiple user terminals through a SIM card
reader 112. In FIG, 1, prior art SIM card reader 112 includes
a built-in microprocessor, or micro-contraller, 114 coupled
via common serisl 1/0 to separale and independent interface
circwits 116, Eech interface circuit 116 allows micro-
controller 114 to access one physical Subseriber Interface
Maodule, or SIM card, 118. Under software contral, interface
circuits 16 manmage lhe power up, clock frequency and
protocal selection procedures. Micro-controller 114 incor-
porates un address register that it decodes to obtain chip
sclects for SIM cards 118. These chip selects are used by
SIM card interface circuits 116 to access individual SIM
cards 118. Micro-controller 114 relays information [rom
SIM cards 118 10 CPU 110 over a standard RS232 imerface.
SIM card reader 112 also includes a universal asynchronous
receiver-transmitter, or UART, 120 te manage the serial
ouiput of micro-controller 114 by converting the serial data
so that it can be received by the parallel port of CPU 110.

The physical SIM cards and support circuitry require
physical volume, a resource which is severely limited
onboard a host aircraft, Also, the accurate mupping of SIM
cards to their associated lerminals in the telecommunications
uqil is critical 10 functionally cnabling » system for opera-
tion on the telecommunications network. In a typical
installation, the SIM cards are installed in the field. The field
installer is required to accurately record each SIM cacd
identification number and note the instaliation slot o which
the SIM card applics. For instaliations which incorparate
multiple SIM cards for handling multiple user terminals, the
field installation process provides numerous oppertunities
for documentation and recording errors. For example, SIM
card identification number trunsposition, mis-enlcy and/or
mis-recording of the physical stot location in which each
individual SIM card resides within the telecommunications
unil.

Furthermore, field installation of SIM cards eliminates the
opportunity for operationat verification of the SIM card-1o-
conlrol system electronic inlerface priar (o installation, Field
installation also introduces the potential for contumination
af the STM eard’s clectrical contacts and subsequent degra-
dation in operational reliability,

Also, today’s physical SIM cards are desigged to best
commergial praclices, but are intended Tor use in environ-
menis that are benign fo humaa operators. In industrial,
military, or aviation environments where operational covi-
ronments aften exceed the bounds of human comfort levels,
the reliubility of physical SIM cards is sigpificanlly
degraded. In conlrast, the main system CPU of the mobile
cellulur unit is typically environmentally hardened. Thus, in
the combination of SIM card and environmentally hardened
CPU, the SIM card represents the weak link, deprading the
overall system reliability. When coupled with applications
requiring a large number of SIM cards, the overall reliability
of the system is degraded below scceptable luvels.

The only solution aveilable today is 1o package the
individuat physical SIM cards into 1 single line-replaceable
module for mounting in close proximity to the communica-
tions control unit. Contributory to the need for 2 line-
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replaceable form factor is the limited reliability of the SIM
cards in inhospilable environments. These items are pres-
ently designed for individual use whers a mean-lime-
between-failures (MTBIY} on the order of 12 to 24 months is
considered ncceptable. In an avionics environment having
multiple SIM cards per aircrafl installation, the probability
of frequent maintenance activity due to a SIM card failure is
cxpected to be unacceptably high, thus nccessilaling o
line-repluceabie module. This hypothesized SIM eard Tine-
replacenble module fails to address the problems presented
in the prior art,

What is needed is a means of praviding the SIM card
functions For mulliple SIM cards in a spuace no larger than
that currently occupied by the control system unit of the
iclecommunications unit. Preferably, the SIM card functions
are provided in a format that overcomes the difficulties of
installing and mappiog the physical SIM cards (o associaled
terminals in the control system during field installation and
maintains full Fuactionality in industrial, military, and avia-
tion operatiopal environments without degrading overall
system reliability,

SUMMARY OF THE INVENTION

The present invenlion overcomes the space, installation,
and reliability Hmilations of the prior art by providing
software emulation of user interface module functions in
cmbedded processor applications thal replace exiernally
mounted user interface modules. The embedded processor
of the invention includes one ar more user software inlerlace
madules emulating the functions of multiple SIM cards;
occupies 1 space no larger than that currently occupied by
the control system unit of the telecommunications unit; and
is environmentally hardened to maintain fell functionality in
industrial, military, and aviation operational environments.

The present invention provides a controller for cantrolling
communication with & telecommunications network, the
controller including a unique user data file slored in non-
volatile memory and an environmentally hardened processor
coupled to the memory. The pracessor of the invention
executing machine instructions to implement several func-
tions pravided by the mobile cellular unit and SIM eards of
the prior arl, the various functions including validating a
subscriber’s SIM on the telecommunications networl and,
in cellulur implementations, bolh receiving and trensmilling
radio Trequency transmissions,

According Lo one aspect of the invention, before instal-
lation in a telecommunications unil, the processor is exposed
to shock, vibration, and temperature extremes in excess of
those shock, vibration, and temperature extremes normally
experienced in the intended application environment, for
example, the shock, vibration, and temperature extremes
normally expericnced by avionics clectronic hardware.

According to another nspect of the invention, the inven-
tion provides a system [or communicating with a telecom-
munications network, wherein (he system includes 1
memory storing machine instructions and unigque subscriber
identity data. The subscriber data preferably includes a
unique subscriber jdentity, and an identifying nuthentication
key. The communication system of the invention includes a
processor coupled (o the memory. The processor exccutes
the machine instructions stored in memory to implement
various funcfions, including validating a subseriber's SIM
on the felecommunications network, and, in cellular
implementations, both trensmitting and receiving racdio fre-
quency communicalions via the satellite communication
network, The functions executed for validaling a subserib-
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er's SIM are a group of SIM emulation functions, which
essentially emulate the functions one or more of the prior art
physical SIM cards.

According to one aspect of the invention, the SIM emu-
lation [unctions exccuted by the processor of the invention
include functions that access the unique subscriber identity
and identifying avthentication key data, and act in concert
with a network associated Authentication Ceoler using the
identifying authentication key to verify the unique sub-
seriber identity.

According to another aspect of the invention, the SIM
emulation functions executed by the processor also include
functions that cause the setellite communication networls 1o
assign & temporary subscriber identifier to one of the SIM
emulation functions and to transmit for a period of time the
tempuorary subscriber identifier in place of the subscriber
identity, whereby the subscriber’s true identity is mrely
broadeast over the air and thereby kept secret. Preferably, the
SIM emulation functions executed by the processor include
a function that causes the satellite commumication network
to assign a different wmporary subscriber identifier 1o the
SIM emulation function after a petiod of time,

According {o still another aspect of the invention, the
invention provides o method for forming the coniroller of
the invention for controlling communications with a lele-
communicetions network. The method of the invention
includes the steps of forming a processor for executiog the
muachine instructions that implement the SIM emulation
functions. The steps of the method of the invention prefer-
ably include coupling a non-volatile EEPROM memory to
the processor; sloring such data as unique subscriber identity
data and an identifying authentication key in the non-volatile
memory along with machine instructions for implementing
one or more SIM emulation functions. The processor is
preferably environmentally hardened by cyclic exposure 1o
pre-defined shock, vibrativn, and temperature exiremes in
exeess of those expucted in the intended applicalion,

According to still other aspects of the invention, the SIM
cmulation functions executed by the processor are functions
validuting a subscriber’s SIM on the (elecommunications
network. For example, the SIM emulation functions access
the stored unique subscriber identity and identifying authen-
tication key data, and verify the unique subscriber idemity in
concert with a petwork associated Authentication Center
using the identifying authentication key data.

BRIEF DESCRIPTION OF THE DRAWINGS

The [oregoing aspects and many of the attendant advan-
tages of this invention will become more readily apprecisted
as the same becomes better understood by reference to the
following detailed description, when taken in conjunction
wilh the accompanying drawings, wherein:

FIG, 1 is a block diagram of one prior art telecommuni-
cations unit for communicating belween multiple user
lermionls, such as radio frequency signals between multiple
cabin and pussenger telecommunication equipment onboard
a host aircraft or other vehicle and a satellite constellation
for relay to ground stations, the telecommunications unit of
the prior arl including a control module having a main
systern central processing wnit for performing the actual
receive and transmit functions belween the telecommunica-
lions unit and the salellile constellation, the main system
central processing unit interfaced with multiple onboard
terminals through multiple physical Subseriber Interface
Modules, ar SIM cards;

FIG. 2 is a disgram of the hardware implementation of the
virtial SIM modules of the invention, whereby the elemen-
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tary data storage of the SIM card occupies a portion of the
embedded micro-processor’s non-volatile memory and SIM
function emufation soltwuare operales on the embedded
micro-processor, thereby providing the various functional
alporithms exccuted by the SIM cards of the prior art; and

FIG. 3 is a block diapram of one embodiment of a
telecomemunications unit transmitling and receiving signals
between multiple user terminals, the telecommunications
upit of the invention including a control module having a
main system cemral processing unit performing the actual
receive and transmit fenctions between the telecommunica-
tions unit and the telecommunications network and execut-
ing the functions of one SIM card of the prior ari using one
or more software wser interfnce modules, or virtual SIM
madules, each emulating the functions of one SIM card of
the prior art,

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENT

The present invention is & method and apparatus for
implementing in embedded sofiware the functionality of ane
or more SIM card either in n surface mountable small ouiline
inteprated circuit or in the main system CPU of a mabile
cellular unit, thereby providing the SIM card functicns for
multiple SIM cards in a space no larger than that currently
occupied by the control system unit of the airbormne mobile
cellular unit. Furthermore, the SIM card functions are pro-
vided in a formal that avercomes the difficultics of installing
and mapping the physical SIM cards 1o assaciated terminuls
in the control system during field installation and maintains
full functionality in industrial, military, and aviation opera-
tional environmenis without degrading overal} system reli-
ability.

While presented in reference to a wireless (elecommuni-
cations network, the teachings of the present invention have
broad applicability to telecommunications systems in
general, and in particular to cellular radio systems which are
bul ooe example of wireless communications. It will be
appreciated, however, thal the present invemtion is ool
limited to cellular radio systems and may be implemented in
non-cellular tclecommunications systems as well.
Furthermore, the S8IM of the invention is equally applicable
lo any communications syslems using muliiple SIMs.

At least the AIRSAT® mulli-channel telecommunications
system commercialized by Honeywell® provides a physical
Subscriber Interluce Module (SIM), also known s a *Smari-
Card” interface between user terminals and the telecommu-
nications network. The SIM card is a removable module
that, in combination with a pround-based user terminal or
telecommunications unit, allows the user to place or receive
telephone calls. SIM cards are used to uniguely identily an
individual or entity authorized to receive access to a tele-
communication network. Each SIM card includes a micro-
pracessor that provides limited decision-making ability and
elementary data storage, Like a small computer, the micro-
processor contuins an operating sysiem, which executes &
proprietury alporithm for fraud prevention, as well as
instructions given to it by the telephone. The SIM cards thus
provide data amd processing that ensure the safety and
effectiveness of the data iransmission. The memory on the
SIM card, typically a 16K EEPROM iu today’s SIM cards,
is siructured like a database to provide storage Tor a variety
of data files that contain subscriber and network-related data,
including: a unique identification number for the SIM card,
a ciphering key used to encrypt and decrypt
communications, a SIM service table indicating which SIM
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card-related services are allocated and activaled, registration
info for the satellile network, and an access code. Additional
optional implementation specific datu files allow the net-
work operator to customize users’ subscriptions and allow
the telephone 1o perform unique functions,

Furthermore, a secrel authentication key, unique io each
SIM card, is assipned to the SIM card for verification of the
identity of the subscriber's SIM. ln GSM-based networks,
the SIM card and an Authentication Center (AuC) associated
with the network, act together to verify the identity of the
subscriber’s SIM. One function of the SIM card is to contain
on identifying authenticntion key. Anether function of the
SIM card i to pravide another layer of sceurity by requiring
the user to enter a Personal Identification Number (PIN) 1o
use the netwoik. The PIN is preferably chosen by the user
and changed at any time. To protect against “hacking,” the
SIM blocks nccess after a predetermined pumber of con-
secutive entries of false PINs, The SIM card may be
unblocked by entering the PIN Unblocking Key (PULK),
which is pravided to the costomer along with the SIM card.
The FIN access feature is optionally disabled.

Another optiona! [anction of the SIM card is 1o fucilitale
roaming between different lelecommunication networks by
allowing the subscriber information 1o be de-coupled from
the phone. Roaming allows the user to insert a SIM card into
a telephene on 2 different networlk and obtain service. Since
the SIM card confains the user identity, it allows for the
portability of the subscription between networks where
roaming agreements exisl, regardless of the petwork lech-
nology,

Still another optional funclion of the SIM card is 10
provide a subsidy lock, or SIM Lock, which is a security
mechanism that restricts use of the handsel to one SIM card
aor 1 specific group of SIM cards. The handset compares
informution stored in the noo-volatile handsel memory
(EEPROM) to information that is stored in a field on the
SIM card. This verification process accurs when the handset
is powered up wilh a properly inserted SIM card, or when a
handsel is already powered up and a new SIM card is
inserted. If the information matches, the subscriber infor-
mation is confirmed and the handset will operate. If the
information does not match, the subsidy lock overrides the
network function and only emergency calls can be placed,
Currently, there are three types of subsidy locks.

According lo one embodiment of the invention, the SIM
card funclionality is repackaged inlo an inteprated circuil,
and prelerably, inlo an 8-pin surfuce mountable small outline
integrated circuit (SOIC). Such programming of the SIM
card functions into a SOIC is within the skill of one of
ordinary skill in the art of integrated circuil programming.
Production of the SOIC is within the expentise of commer-
cial integrated circuit manufacturers, The surfuce mountable
SIM integrated circuit, or SIM IC, requires one third or less
of the arca of today’s physical SIM circuit cards configured
for mounting on 2 PC board. When compared to the geces-
sary combination of the physical SIM circuit card, the
mounting connecior for interfacing to the PC board, and the
suppart eircuitry for addressing and reading the individual
SIM cards, the surface mountable SIM IC provides a sig-
nificant size advantage. The invention further repackages all
of the SIM 1Cs needed for a mullichannel mobile cellular
unil, such as an eight-channel telecommunications unit, into
asingle line-replaceable module. The S1M 1Cs needed for an
multichannel mobile cellular unit are packaged into » line-
replacesble unit while probably sized larger than Lhe space
reserved for a standard Aircraft Personality Madule (APM),
which is defined by ARINCOR to be 2.0"x2.5"x0.5" inches
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specifically for use in aireraft, and more specifically lor use
in nir transport aircraft, the package size for the SIM [Cs is
expecled to have greater acceptance in the aviation comrmu-
nity than the much larper curreat package size of ¢ line-
replaceable module bousing today’s physical SIM eircuit
card, mounting connector, and support circuiley for an
eight-channel telecommunications unit.

Furthermare, re-packapging the SIM curds inlo a surface
mountable device increases reliability, thereby permitting
placement in an aircrafi jostallation that does nol permit
ready access for replacement. The down-sized line-
replacenble module housing the multiple SIM ICs of the
invention also packages the multiple SIM cord function in a
form that is more easily installed in an aircrafi that is already
fitted with the standard cable harnesses for an ARINC®
7417761 SalCom system [or #n airborne iostallation.

According to the embodiment having multiple SIM 1Cs
packaged in a single line-replaceable madule, SIM curd
manufscturing proceeds as in the prior arl description,
except that SIM cards are produced as surface mounteble
integrated circuits by a commercial integrated circuit manu-
[acturer.

While the nced for the SIM card funclions cannot be
eliminuted, the funclions, such as authentication and
elementary data storage for implementation unique
information, can be incorporated into the maobile cellular
unit embedded processor and memory. Thus, accarding to
other embodiments of the invention, the SIM card function-
ality is implemented within a software program executed by
the CPU of un environmentally hardened embedded proces-
sor system. In other words, virtual SIM modules operating
on the CPU of the telecommunications unit replace the
physical 8IM cards of todsy. Such CPUs having suflicient
processing, capacity are well known. Prior 1o installation in
a telecommunications unit, the CPU {s cnvironmentally
hardened by exposure to cyclic shock, vibration, and lem-
perature extremes in excess of those shock, vibration, and
temperature extremes pormally experienced by electronics
hardware in the intended eovironment. For example, in an
asirborne installation, the CPU is environmentally hardened
by exposure lo cyclic shock, vibration, and temperature
extremes in excess of those shock, vibration, and tempera-
lure exiremes nermally experienced by avionics elecironic
hardware, especially by (hose avionics electronic hardware
similarly situated in the airerafl, Such embodiments of the
invention resolve reliability concerns related to known SIM
cards. Furthermore, the quantity of modules performing the
SIM card functions can be raised with liltle to no impact on
overall syslem reliability using the virtual SIM modules of
the invention.

FIG. 2 diagrams the hardware implementation of the
virisal SIM modules of the invention, whereby the elemen-
tary deta storage of the SIM card occupies 4 portion of the
embedded micro-processor’s non-volatile memory and SIM
function cmulation saftware operates on the embedded
micro-processor, The SIM function emulation software
includes functional alporithms execulted by the 51M cards of
the prior art. The virtual SIM modules of the invention have
the advantage that no additional bardware outside the con-
trol system is necessary. Furthermore, in aircrafl
installations, the aircraft cabling installations need not
account for a physically separate SIM module. The virtual
SIM of the invention validates itsell on the communication
network by participating in a validation process with the
network. According to one embodiment of the virtual SIMs
of the invention, each virtual SIM is validated by exchang-
ing encrypled sigoals with the network 1o authenticate the
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SIM. Accordingly, each virtual SIM accepls a random
challenge signal, usually a random number, from the net-
work; encrypls the random challenge number using a pro-
prietary encryption algerithm and an authorization key; and
provides the encrypled number with an optionally encrypted
persanyl identifier. This informalion is communicated back
fo the network, whereby the network recogpizes the SIM.

In FIG. 2, the unique subscriber identity data 210 nor-
mally installed into individual physical SIM cards are
cncrypled and stored in pom-volatile, i.c., EEPROM,
memory. Data 210 are stored as data file 220 having a form
suitable for use by an embedded processor, such as the main
system CPU of an airhorne mobile cellular unit, shown in
FIG. 1, or another embedded micro-processor accessible by
the telecommunications unit. Thus, data file 220 is acces-
sible by an embedded processor.

Emulation software 230 implements all functions nor-
mally performed by physical SIM cards 118. The funclions
are implemented in one or more software program modules
toaded info and executed by iic embedded processor.
Functionslly, physical SIM cards appear 10 be present,
however, none of the described size, reliability, or installa-
lion limitations of physical SIM cards are retained. Emula-
tion software 230 includes one or more software modules for
performing all normal SIM card functions, including access-
ing the SIM-unique dala aod unique subseriber identity data
210 stored in the embedded micro-processor’s non-volatile
memary; decrypting the data where necessary; and perform-
ing nuthentication funclions requested by external devices or
networks. The programming of emulation software 230 is
within the skill of those of ordinary skill in the art without
undue experimentation. Differences between specific imple-
mentation are expected and sre generally within the con-
templation of the present invention.

The embedded processor 240, for example, the main
system CPU of s multiple SIM felecommunications unit
shown in FIG. 2, is environmentally hardened by currently
used thermal cycling, and shock and vibration regimens
typical of electronic bardware [or use in similar
envirapments, such as {ndustrial, military, or aviation envi-
ronments.

The virtual SIM modules of the invention described in
FIG. 2 are implemented usiog a variety of methods reaching
essenlially the same result, a sollware implementation of the
SIM card functions in an embedded processor, According to
onc implementntion, the manufacturer of the telecommuni-
cations unit operates as a SIM supplier, in which capacity the
manufacturer requires access lo the proprietary atgorithm for
fraud prevention presently coded into the SIM cards. In a
cellular telecommunications application, each Gatewny
Business System orders SIM cards from the manufacturer
rather than one of the existing SIM manufacturers. The
telecommunications unit manufacturer does not ship physi-
cal SIM cards. Rather, the manufacturer penerates the nec-
essary PPC-Out files, which incorporate the IMSI’s and
encryption keys, and delivers the PPC-Out file to the appra-
priate Gateway Business System. Using the same PPC-Out
file, the manufacturer geoerates a unique installation file for
each mobile cellular unil hardware configuration, thereby
providing all the necessary data [or the mobile ceflular unil
to operate as if it had independent physical SIM cards. The
implementation method is cssentinlly tronsparent to the
Gateway Business System, which eases implementation by
keeping any administrative overhead within the confines of
the mobile cellular unit menufacturer’s business entity.

According o another method of implementing the virtual
SIM modules of the invention described in FIG, 2, the
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telecommunications unit manufacturer climinates any
administrative overhead associated with acting as a SIM
card manufacturer, while reaching essentially the same
result: a software implementation of the SIM eard functions
in an embedded processor. According to this low-overhead
implementation, the Gateway Business System delivers a
capy of the PPC-Out file direcily to the mobile cellular unit
manufacturer. Such un implementation overcomes the need
to teeal the mobile cellular unit manufacturer as o SIM card
manufacturer, but retains the information tecessary ta creale
unique installation files for each hardware cenfiguration.

According (o yet aootber method of implementing the
virtual SIM modules of the invention described in FIG. 2,
the telecommunications unit. manufaciurer inierfaces
directly with the network coatroller for all physical SIM
card and virtual SIM module purchases, when the network
controller has reserved a block of IMSIs and encryption keys
for wse in telecommunications systems from the Gateway
Business System’s block of sumbers. Following the sale of
4 lelecommunications unit for installation into an airerall,
the telecommunications unit manufacturer allocates specific
SIM IMSIs and encryption keys lo the specific aireraft
installation and requests the network controller to deliver the
appropriate autbentication command (AuC) file to program
a cenirully localed Galeway nelwork swilch providing the
interface beiween the mobile network and Lhe public
swilched {elecommunications network, Depending an the
[Tapg of the customer's carrier, the se¢lecled Gatewuy network
switch might very well be Ieaded with numbers applicable
io ather Gateway Business Systems,

FIG. 3 is 1 block diagram of one embodiment of a
Gateway network switch unil transmitting and receiving
signals between multiple user terminals, such as mulliple
telephane handsets in a business office using the general
GSM cellular network, or cabin and passenper telecommu-
nication cquipment onboard a hest airernft or other vehicle,
for example, scalback telephone handsets, and a satellite
constelfation for relay to ground stalions. As shown in FIG.
3, the telecommunications unit 400 includes a control mod-
ule 405 huving a main sysiem centrzl processing unil, or
CPU, 24{t performing the actual receive and transmit func-
tions between the telecommunications unit and (he network.
In an airborne installation, CPU 240 performs the actuai
receive and trapsmit functions between the telecommunica-
lions unit and the sutellite constellation, CPU 240 includes
one or mare software user interface modules, or virtual SIM
madules, operating on CPU 240. Ench virtual SIM module
incorporating the functions of one SIM card of the prior arl.

Bach virtnal SIM module preferably incorparates the
unique subscriber identity data 210 normally installed into
individual physical 5IM cards are encrypted and slored in
non-volatile, i.e., EEPROM, memory of CPU 240 as data
file 220 having a form suitable for use by an embedded
processor, such as main system CPU 240, ns described
above. As described above, emulation sofiware 230, imple-
menting all functions normally performed by physical SIM
cards 118, is execuled by an embedded processar, such as
main system CPU 240. As described above, emulation
software 230 includes one or mare software modules for
performing ull narmal SIM card functions, including access-
ing the SIM-unique data and unique subscriber identity data
214 stored in the embedded micro-processor’s non-volatile
memory; decrypling the data where necessary; and perform-
ing authenlication functions requested by external devices or
networks. CPU 240 interfaces with multiple user terminals
through n vniversal asynchronous receiver-transmitter, or
UART, 410 and a built-in microprocessor, or micro-
controller, 414,
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* CPU 240 manages the power up, clock frequency and
profocol selection procedures provided by interface circuits
116 in the prior art device., Buillin microprocessor, or
micro-controller, 414 includes n commos serial /O paort
coupled to multipte individual terminals via individual serinl
lines C3*, CS” through CS¥ for receiving the serial cutput
of ench system terminal, for cxample, cabin and sealback
telephone handsets in an wirthomne installation. Micro-
conlroller 414 reluys the serial output of each system ter-
minal to UART 410, which manages the serial oulput of
micro-contraller 414 by coaverting the serial data so thai it
can be received by the paraliel port of CPU 240, UART 410
is coupled (o the parallel port of CPU 240 viz a standard
RS232 interface. Thus, the mobile cellular unit of the
invention, incorporating the virtual SIM modules of Ihe
invention inlo the main system CPU overcomes the size,
space, installation and reliability limitations of the prior art
device. For example, the virtual SIM modules of the inven-
tion are also effectively execmted by main system CPU 110
of the prior art or another embedded micro-pracessor acces-
sible by the airborne mobile cellular unit, shown in FIG, 1.
Furthermore, the data file portion of the virtual SIM module,
data fle 220, is optionally stored in ¢ither a memory portion
ol the main system CPU or in o separate memory storage
ared. Other variations will readily present them sclves 1o
those of ordinary skill in the arl. Thosc of ordinary skill in
the art will recognize that the invention can be practiced in
different structures than that described and shown herein;
those variations are intended to lie within the scope of the
invention.

While the preferred embodiment of the invention has been
illustrated and deseribed, it will be appreciated that various
changes can be made therein wilhoul departing from the
spirit and scope of the invention,

Whal is claimed is:

1. A system for communicating with a communication
network, the system comprising:

a) a memory having & plurality of machine instructions
and a plurality of unique subscriber identity data stored
therein;

b} o processor coupled to said memory, suid processor
accessing seid unoique subscriber ideatity datn and
executing said plurality of machine instructions 1o
implement a plurality of SIM emulation Functions,

wherein the plurality of unique subscriber identity data
are stored in said memory using (i) a software data file
that includes at least the plurality of unique subscriber
identity duta and (i) one or more installation software
files, ench installation software file generated based ot
lenst in part on the software data file,

2, The system recited in claim 1, wherein:

said plurnkity of SIM emulution functions comprise essen-
tially all funclions normally performed by one or more
physical SIM cards in a satellile communication net-
work application.

3. The system recited in claim 1, wherein:

said plurality of SIM emulation funclions comprise;

i) validating a SIM on the communicalion network,

ii} nssigning o temporary mobile subscriber identifier,
and

iif) providing an authentication key.

4. The system recited in claim 3, wherein said assipning
a lemporary mabile subscriber identifior further comprises
causing the communication network 1o assign a temparary
identifier.

5. The system recited in claim 3, wherein said validating
the SIM on the communication netwark fruitier comprises
accessing o subscriber idenlity stored in said memory.
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6. The system recited in claim 5, wherein said subscriber
identity is slored in said memory in the form of an Interna-
tionul Mohile Subseriber Identity,

7. The system recited in claim 5, wherein suid validuting
the SIM on (he communication netwark further comprises:

accessing said authentication key stored in said memory;
and

verifying said subsciber idenlity in concert with (he
communication network using said autheatication key.

8. The system recited in claim 3, wherein said plurality of
S5IM emulation functions further comprises:

accessing a Personal Identification Number stored in said
MEmory;

compare one or more numbers caotcred on a user ferminal
1o said Personal Identification Number;

counting the quamity of said number entdes; and

accessing the communication network in response to a
positive comparison of said one or more entered num-
bers to suid Personal Identification Number and said
quantily of number entries being less than ¢ predeter-
mined maximum quantity,

9. A system for communicating with a communication

network, the system comprising:

4) 4 memory having a plurality of machine insiructions
and a plurality of subscriber dala stored therein, said
subscriber data comprising:

i} a unique subscriber identity data, and
ii) an identifying authentication key; and

b} a processor coupled to said memory, said processar
execufing said plurality of mechine instructicos to
implement a plurality of functions, said functions com-
prising;

i} validating a subscriber SIM on the communication
network, and

ii) transmilting and receiving communications via the
commuegicalion network,

wherein the unigue subscriber identity data are stored in
said memory using (i) a software data file that includes
at least the unique subscriber identity data and (ii) one
or more installation software files, cach installation
software file generated hased at least in parl on the
software data fle.

10. The system recited in claim 9, wherein said plurality
of subscriber validating functions ferther comprises a ple-
rality of SIM emulation functions.

11. The system recited in claim 10, wherein said plurality
of SIM emulation functions further comprise:

1) accessing said unique subscriber identily data,

if) accessing said identifying anthentication key date, end

iii} verifying suid wnique sebseriber identity data in con-
cert with a network associsted authentication center
using said identifying suthentication key.

12. The system recited in claim 11, wherein said plurality
of SIM emulation fuctions further comprises causing the
communication netwark to assign a lemporary mobile sub-
scriber identifier to one of said SIM emulation functions,

13. The system recited in claim 12, wherein said plurality
of SIM emulation functions further camprises causing said
processor o transmil said temporary mobile subscriber
identifier in place of said unique subscriber identity data.

14. The system reciled in claim 13, wherein said plurality
of SIM emulation functions further comprises causing the
communication metwark to assipn a different temporary
mabile subscriber identifier to said one of SIM emulation
functions following the expiralion of a period of time,
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15. The system recited in claim 14, wherein said trans-
mitting and receiving communications via the communica-
tion network further comprises transmitting and receiving
radio frequency communicutions via a salellile communica-
tion network.

16. A conlroller for controlling communication with a
telecommunicetion network, the controller comprising:

a) a unique user data file stored in memory;

b) an environmentally hardened processor eoupled to said
memory, said processor cxecuting said plurality of
machine instructions to implement a plurality of
functions, said functions including:

i) receiving radio frequency transmissions,

if) transmitting radio frequency transmissians, and

iif) validating o SIM on the telecommunication
network,

wherein the unique user data file is stored in memory
using (i) a software data file that includes at least a
plurality of unique subscriber identity data and (i) one
or more installation software files, each installation
saftware file generaled based at least in part on the
software data file.

17. The controller recited in claim 16, wherein prior 1o
installation in a mobile cellular unit, said processor is
exposed to shock, vibration, and temperslure extremes in
excess of those shocle, vibration, and temperature extremes
normally experienced by electronic hardware intended for
use in similar environments.

18. A method for forming a controller for controlling
communication with 1 communication network, the methad
comprising:

receiving a software data file that includes at least a

plurality of unique subseriber identity data;

teceiving onc or more installation software files, each
installation software file penernted based at least in part
on the software data fAle;

forming a processor configured fo execute at least a
plurality of machine instructions to lhereby implement
a plurslity ol lunctions;

coupling, a memory to said processor; and

storing the plurality of unique subscriber identily data in
said memory using the software data file and one or
mare of the installation files; and

storing a pluralily of machine instructions 1o implement o

plurality of SIM emulation functions using ut least the
software data file and one or more of the installation
software files,

19. The method recited in ctaim 18, further comprising
environmentally hardening said processor.

2{t. The method recited in claim 19, wherein said envi-
ronmentelly hardening said processor further compriscs
cyclicaily exposing said pracessor lo predetermined shock,
vibralion, and temperature extremes.

21. The method recited in cluim 20, wherein said prede-
termined shock, vibration, and temperature extremes are
those extremes normally used to environmentally harden
clectronic hurdware intended for use in similar environ-
ments.

22, The method recited in claim 18, further comprisiog
storing un idenlilying autkentication key in said MEmory.

23. The method recited in claim 22, wherein said plurality
of SIM emululion [unctions further comprises:

i} accessing at least a portion of said unique subscriber

identity dala;
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ii) accessing said identifying authentication key data; and of SIM emulation funciions further comprises storing a
iif) verifying the accessed unique subscriber identity data  plurality of machine instructions to implement a plurality of
in concert wilh u telecommunications network wsing  [uoctions validating a SIM oa the telecommunication net-
said identifying authentication key. work,
24, The method recited in claim 18, wherein said storing 3
a plurality of machine instructions lo implement a plurality O
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